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Forward

Dr. Nilima Vaidya
Bhamare

President — AMC

t has been a privilege for me personally and for AMC to associate with
TIMSCDR since last seven years through this flagship event, International
Conference — ICAIM .

Thisyear ICAIM 2023 titled “Leveraging Information Technology for Sustainability
in Agriculture and Healthcare - Carbon Neutrality” comes with yet another
matter of public relevance i.e., Global Warming. Every sector is directly or
indirectly contributing towards Global Warming. We are now required to take
cognisance of the situation and move towards Carbon Neutrality.

ICAIM 2023 is a special platform for Healthcare professionals as every year
the Conference conducts a training for updating the Doctors of Information
Technology tools and how they can be used in their daily practice to offer better
Healthcare to the patients.

Doctors workshop — “Digitization of Healthcare” bring forth the necessity of
understating and to some extent using tools like Blockchain, Cyber Security,
ChatGPT and converting a website into a mobile App. It also has instore sessions
on ABHA Registration to be in line with our governments goal of ADBM.

| am definite that like the past several ICAIM’s — ICAIM 2023 is a sure shot
success. | wish all the participant All the very Best. Congratulations to TIMSCDR
and AMC for the successful accomplishment of ICAIM 2023.






Preface

Dr. Mukesh Gupta Dr. Vinita Gaikwad
Founder Director — Le’Nest, Director
Past President — AMC Thakur Institute of Mgmt. Studies,

Career Dev. & Research

n the current Digital Era we cannot afford to remain novice to the various
technical developments, specifically those in the Healthcare sector.

Though Digitization of Healthcare is picking up pace in India, it is far well
established in the western countries. The Government of India has begun the
work of Digitization in Healthcare through Ayushman Bharat Digital Mission
(ABDM), which basically focuses on an integrated digital healthcare infrastructure.
This infrastructure is rather intense, specifically for a developing country like India
with a large population. The smallest element of this infrastructure is the EHR.

At a higher level, digitization is sharing of Health data of patients across setups
like Government and Private Healthcare facilities. This would require ensuring
that data travels seamlessly and securely across various network channels and
platforms. Having the right infrastructure to perform this is of utmost significance.

The recent introduction of ABHA - Ayushman Bharat Health Account, which
facilitates sharing and accessing Healthcare records under a unique identity
indicates that all Healthcare professionals need to incorporate digitization at their
respective Healthcare facilities.

Further, it is just not enough that we create the required infrastructure, but we
also need to align to the changing digital trends. We need to be aware about the
dangers of digital footprints specially in the Healthcare sector as majority of the
data handled belongs to patients, demanding privacy.

ICAIM 2023 - Digitization of Healthcare is yet another happening event which opens
up thought provoking deliberations amongst Healthcare and IT professionals on
current topics of interest.

The “Digitization in Healthcare” workshop introduces the Doctors to several
Technical aspects which are of current relevance when digitizing Healthcare.

Digitization is necessary. However, it needs to be implemented carefully and
managed continuously and cautiously.
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Basics of Blockchain and Its
Role in Healthcare - EHR

» What is Block chain?

Block chain is decentralized electronic ledger that involves a peer-to-peer network. This
peer-to-peer (P2P) network will digitally connect all the stakeholders in the value chain to
maintain the accuracy of data.




» Usage of block chain:

Block chain uses in various sectors like agriculture, finance, and healthcare & in supply
chain industry too

Block chain uses block technology to securely store health records and maintain a single
version of the truth. The different organizations such as doctors, hospitals, laboratories,
pharmacists & health insurance can request permission to access a patient’s record to
serve there purposes and record transactions on the distributed ledger.

BLOCKCHAIN BUSINESS
APPLICATIONS

Payments
Smart Contracts

Distributed storage in the cloud
Digital Identity

Notary

Gifts and discounts

loT systems

Chain of supply

» Future of block chain technology:

Block chain technology has a very impactful effect on the healthcare industry when it
comes to transparency, credibility, security, accessibility, effective cost, etc. Due to these
advantageous factors, many considerable organizations are shifting from Centralized
system to Decentralized system.

The chain would function as a shared ledger and would be controlled by a system of smart

contracts.
How does blockchain work?

> Blockchain based Cryptocurrency Transactions using MetaMask
® Introduction of Metamask:

The meta mask was Launched by Aaron Davis in 2016 and is headquartered in San
Francisco, MetaMask is a decentralized, non-custodial Ethereum-based wallet




that allows users to store, buy, send, convert, and swap crypto tokens. The wallet
is available as a mobile app and browser extension on Google Chrome, Firefox,

Opera, and Brave.

-

METAMASK

x| ® e

Setup a Metamask Ethereum Wallet
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Step 1: Install MetaMask & Add MetaMask extension to the Browser, Now here

H " ”n
click on “Create a new wallet
Help us improve MetaMask
MetcMaskwould like 1o gather usage data to better understand how
our users interact with MetaMask. This data will be used to provide the
service, which includes improving the service based on your use.

Help us improve MetaMask
MetcMask would like to gather usage ¢ata to better understand how
our users interoct with MetaMask. This data will be used to provide the
service, which includes improving the service based on your use.
MetaMask will... MetaMesk will..
+ Always allow you to opt-out via Settings
+ Send ononymized click and pageview events
X Never collsctinformation wie don’t nesd to provide the service
(sueh as keys, cddresses, ransactien hashes, or bolances)

+ Alwiays allow you to opt-outvia Settings
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' Send ononymized click and pageview svents
X Never sell oota. Ever!
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assaciate those two piecs
Infura interact from o data colle

Step 2: In next window click on “I agree” button




Step 3: System will ask to create your own password

B METAMASK B

©

Create password

Step 4: After creating the password MetaMask will show up 12 words recovery
key (Seed).

Write down your Secret
Recovery Phrase

Write down this 12-word Secret Recovery Phrase and save itin
a place that you trust and only you can access.

Tips:
+ Savein a password manager

+ Storein a safe depasit box

+ Write down and store in multiple secret places

@

Make sure no one iswatching your screen

Reveal Secret Recovery Phrase:

e MetaMask will show up 12 words recovery key (Seed).

Step 5: store that 12 words in somewhere like notepad or excel, later we have to
type that phrases in sequence so if you will forget the password these 12 words
are the only way to restore MetaMask accounts.

After completing this task you will be able to create self-wallet successfully

B mETAMASK W wETARASK

&

Wallet creation successful




GAS IN ETHEREUM
The transaction fee is calculated in Gas, and paid for in Ether.
The gas is the "fuel" of the Ethereum network, which is used to:
e Conduct transactions
e Execute smart contracts
e Launch Dapps.
WHAT IS ETHER?

e Ether (ETH): is the Ethereum network's native cryptocurrency, the second-largest
by market cap on the crypto market.

e  Gasindicates the fee for a particular action or transaction.

e Gas Limit: is the maximum amount of Gas that a user is willing to pay for
performing this action or confirming a transaction.

e  Gas Price: is the amount that the user is willing to spend on each unit of Gas.
® Sending sample ethereum from one account to another

Using metamask to transfer funds or ETH to another account is very simple

You just need to install the Metamask in your Desktop or mobile device

So here we will see how we can do the transactions between the account

Step 1: Open the metamask app & log in

Welcome Back!

Password

|

Remenberme »

Can'tlogin? You can ERASE your current

wallet and setup a new one

Step 2: Open the test network to transfer dummy ETH




Wt METANASK

0.2GoerliETH

s31430UsD

Receive 000001 GaeriETH

0200

Step 3: Select any test network for eg. Goerli test Network

Step 4: When we open the bank account we have to deposit some amount to do
further transactions so same in metamask we need some ETH to deposit in our account
so how we can get sample eth? For that we have solution, there is websites like faucet
which will give you the fake or sample ETH which we can use for testing purpose only.
Simply type on Google with name of test network for eg. “Goerli Faucet”. Now, click
on the first option

mo|Br|es OnBo|@2 (& nlcr es|@z0c|sn0s|o
€sc o -
o ws

Google

me|Er|es OnBe (@2 (b x|er ec (@i 0] s

GOERLI FAUCET

Fast and reliable. 0.2 Goerli ETH/day.

B-

Step 5: Here paste the ETH account and click on the send me ETH so in your metamask
account will het 0.2ETH




Step 6: After successfully adding Fake ETH in our metamask account we can send to
another account easily by adding account address only

¥ METAMASK

METAMASK

u.uuul

*m 26

Bl » e i B

Step 7: So after successfully transferring ETH from one account to another it will show
that some debited ETH from your account and credited ETH in another account.

B¢ METAMASK

Account

0.0498 SepoliaETH

ee

) send -0.0001 SepolioE TH
a5 - 7o e scsd oo sepsiceT
1) Receive 0.05SepolieETH

Need help? Contact MetaMask suppert

¥t METANASK —k )

0.0001SepoliaETH

1001 sepolceh >

[ RN - > m @ Y g E B 4 e

So, this is how we done the transaction from one account to another using metamask

o



® Pros & Cons of MetaMask

Usually each software has their own advantages and limitations. Like we can see
in metamask also we have following pros and cons.

Pros:

e Saving Cryptocurrency ( Secure Wallet )

e Trading

e Purchasing NFTs by minting them

e Used for playing games that require NFTs or Cryptocurrency
Cons:

e Saving Cryptocurrency ( Secure Wallet )

e Trading

e  Purchasing NFTs by minting them

e Used for playing games that require NFTs or Cryptocurrency




Creation of ABHA
Registration Number

» What is ABHA?

Participants in India's digital healthcare ecosystem receive a unique ldentity via their
Ayushman Bharat Health Account. A 14-digit ABHA number is given to each account,
which will be used to identify customers.

Your ability to exchange and access your health information online is made possible
by your ABHA (Ayushman Bharat Health Account) Address, a distinctive identifier
(self-declared username). Your ABHA address could be in the format of "yourname@
consent manager”..For instance, xyz@abdm is a ABHA address with ABDM Consent
Manager that will facilitate health data exchange for you with appropriate consent on
the ABDM network.

To quickly register for an ABHA address and guarantee that the health data made for
one are shared exclusively with healthcare professionals, use your ABHA number. It is
advised that you establish an ABDM ABHA address and link it to your ABHA number
in order to permit the sharing of health data..

Participation is free, and individuals have the option to voluntarily establish an
ABHA number. Additionally, one may request the permanent deletion or short-term
deactivation of their ABHA number at any moment.

®



What is NDHM? What is ABDM?

National Digital Health Mission (NDHM)is pilot project which was launched by
Honorable Prime Minister on 15th August 2020 n the six union territories of Ladakh,
Chandigarh, Dadra and Nagar Haveli and Daman and Diu, Puducherry, Lakshadweep
and Andaman and Nicobar Islands. The nationwide rollout of this pilot project was
announced by Hon'ble Prime Minister Shri. Narendra Modi on 27th September 2021
with the name "Ayushman Bharat Digital Mission" (ABDM).

What is HPR?

The HealthCare Professionals Registry is a comprehensive database of licenced
and vetted professionals providing both contemporary and conventional medical
healthcare across India

What is PHR?

PA self-declared username known as PHR (Personal Health Records) Address is needed
to access a Health Information Exchange & Consent Manager (HIE-CM). To facilitate
data exchange, each ABHA number must be linked to a consent manager

ABHA App

The Ayushman Bharat Health Account (ABHA) smartphone application of the Indian
government was released by the National Health Authority (NHA) as part of its
flagship programme, the Ayushman Bharat Digital Mission (ABDM) (Gol). Through
the ABDM network of various healthcare institutions and providers, the ABHA Mobile
application offers users a longitudinal view of their health records with the possibility
to link and share them after user approval.

What does ABHA provide?
It provides following:

1. Health identity for every citizen
One can link their own health record

2. Healthcare Professionals registry
A central location for all healthcare professionals.

3. Healthcare Facilities Registry
Makes sure physicians and hospitals can conduct business easily

Salient Features:

1. C1. Using a variety of data, information, and infrastructure services, create an
online platform that is seamless.

2. Enable theinterchange of people' long-term health records with their permission.

3. Ensure the safety, privacy, and confidentiality of medical records

®



Suresh
ABHA Number: XXXXX

ABHA Address: XXXXX

Date of Birth: XXXXX

Gender: XXXXX

Mobile: XXXXX

» ABHA Registration
® Guide to create ABHA Number
1. Visit the Official Site : https://healthid.ndhm.gov.in/register

e

Home  AboutABDM  Resource Center  Support

Create ABHA number

O Using Aadhaar

O Using Drving Licance

2. Select a option for ABHA number Creation (E.g: Using Aadhar)

2.1 Enter the Aadhaar Number

Create ABHA number

0 1agree

1B5=2  Q

Enter Answer | A

2. Enter OTP




My Account

Update Moblle
5 uP

Home AboutABDM  Resource Center  Support

Create ABHA number

(1 (-] (-] o

Consent Collection Aadhaar Authentication Profile Completion ABHA number Creation

We just sent an OTP on the Mobile Number *******7341 linked with your Aadhaar
Enter OTP

Resend in 01:24

3. Screen with ABHA card will appear.

Your ABHA number
Gard
Your ABHA number Card

Eatt Details

Update Email Address

Numer

Set Password
Re-KYC Verification ABHA number: 283

ABHA address @abam
Delete/Deactivate

Date of Birt;

Gender: Female

Mable:

One can update Phone, Email Address and password from tab menus available in
the My Account Screen.

4. Add Phone No
5. Add Email No

6. To Complete the KYC ,click on the KYC Verification tab and Click Continue.

My Account Dhawar

Your ABHA number
& can

Edit Details

s

1 Update Email Address Re-KYC

Update Mobile

Number Your ABHA number is already KYC verified, click continue for Re-KYC verification

Re-KYC Verification

oD & @

Delete/Deactivate

7. Enter otp for KYC verification




Re-KYC

We just sent an OTP on the Mobile Number linked with your Aadhaar
Enter OTP

==
8. After successful KYC completion ,one will get the following popup.

Note: One can also delete or deactivate the ABHA account.
® Guide to Link Health Locker with ABHA number

Step 1: Login to ABHA app using ABHA number
e o e ao ]

< Login with ABHA Number < Login with ABHA Number < login with ABHA Number
Enter 6 digit OTP Select the ABHA address through which
Enter your ABHA Number you wish to login
® @abdm
Year of Birth Bpisskioe
Year -
Forgot ABHA Number?

Step2 : After Successful Login Go to “Tab Menu Bar”

2.1. Select Health Locker.

2.2.Select add new Locker.

2.3. Select Paytm for example,You will get redirected to your paytm account

2.4.In Paytm app click Start now




2.5. Verify Phone Number

2.6. Link ABHA number,A QR code will be generated there which will be used at
health facilities to scan and request health records.

2.7. Upload Document in the Paytm ABHA locker, which can be viewed and edited

later as well.

Dhawan Anamika
Dnyaneshwar

3

Profile

Create/Reset consent pin

Health locker

Face authentication Coming Soon

Language Change

FAQ

Privacy Notice

Terms of Use

‘Token History

Settings
(5] ®
My Re Neatby
e
Locker Setup Request
Paym
abdm

Health Locker
Save sl you heathreords

All Medical Records,
_Invoices, and Insurance

L] ® 2

328 0 oM. WD
<« Create ABHA Account
offa P2y
Health
Repors
8
R | =1

Ayushman Bharat Health Account (ABHA)

ABHA

10,00,000+

ytm Health

< Health Locker

ADD NEW LOCKER

Select Health Locker

You wil get a subscription request on registration

Docprime Health Locker

e

Locker Setup Request
Paym

Health Locker

‘Save il your health records. —
Al Medical Records,
_invoces,and nsurance
© ® 2

Paym
Porm
DigiLocker
-
Eka Care

HRX_LOCKER

s EED eom.m®

<« Paytm Health

Health Locker Uploadom
Seve lyour heth records

100% Safe and Secure!
Authorized by ABDM

Public Health Apps

= 2 [ 4
Order  Doctor  LabTest Hesith
Medicines Consut  insurance




L summo Som.wE s4 BE0  SOH. D

LockerSeup Request « Paytm Health
Paym

Health Locker
P ———

0]
¥
& 100% Safe and Securet ¥
5 Authonzed by ASDIA
i
4
=

Elimmemmais
FURICHosRh A Upload Document o
B = % ",‘\‘ Choose an option o add your documents
Slscanumk Dumisis  Bovk Py
Coticse Vocsne &) camena

Health Services &3 calery

Health Locker e ™

55555 I your heathrecords L] ] B e B File

s Dectss L Tem e
Madicines  Canmit aueanca

All Medical Records,

Involces, and Insurance. =

o) @ L] B &

umeo S OW. @D

€ Health Records

Uplasded Documents  Linked Documents

Cown  COWIN
Insurance
? >
Routine
demo
o >
o checkip:

B B

Note:Users can also check Requests to access his/her documents by healthcare
facilities and approve or reject them from the Requests Menu.

® Guide of ABHA healthcare Professional Registration
1. Visit the Official Site: https://hpr.abdm.gov.in/en/users/login
2. Select New User creation. Welcomet

To Ayushman Bharat Digital Mission

3. Provide the Following Details:




4. After valid credentials you will get redirected to my Account

5. Complete profile Details like Email, Phone No

Please complete your registration in the Healthcare
Professionals Registry here

Healthcare Professional ID Card

Profile Actions

: :
Healthcare Professional

cditprotie
tion 1 fied

Set Password r

——— .-‘-E'{!

Logout @__ ‘3__ e l g

6. Enter Registration Details

WOME  ADOUTAIOM  ESOURCECINTRE SUPPORT FAQ SEARCHDOCTOR  ADMINLOGIN
Profile
— Emall (For official communications)
e Councll Verlfication Status
E—
— ‘Work Detail Verification Status
Drat
[ Y Potie Compleeess
®
- 4 &
A Personal Details Registration & Academic Details ‘Work Details Preview Profile 4

7. Enter Qualification details:

Registration Details ( Ayurveda )
Regitered With Eouncil Registraton Number Regieration Date (f sailable)
satect : 1

Permanent ® Renewable

Registration Certiicate Attachment * o

Chaose Fie | o fe chosen Pull From DigiLocker

s Allowed File Siza 1 MB. (Allowed Formas : POF,
PO, JPEG, JPO)

O ves ® no

Qualification Details ( Ayurveda )




UHI

» What is UHI?

Interoperability in health services is made possible via a network of open protocols
called the Unified Health Interface (UHI). The Ayushman Bharat Digital Mission
(ABDM) Stack, which focuses on the accessibility and provision of health services,
includes UHI as one of its fundamental layers. UHI makes use of the existing ABDM
building blocks to give consumers a smooth end-to-end experience, enabling the
interoperable sharing of personal health data as well as registries for physicians,
patients, and healthcare institutions. Through UHI enabled applications, patients
can discover, book, conduct and pay for services offered by a variety of participating
providers from any application of their choice




UHI Services

The following services are provided:

1. Teleconsultation

Teleconsultation
Book an online consultation with any
doctor

2. Booking Appointments

’

Booking Physical Appointments
Book your physical appeintment with
any doctor

3. Blood Donation

6

Blood Donation
Find a blood bank near you

4. Lab Bookings

c

Lab Bookings
Lab tests at your doorstep

5. Ambulance Booking

Ambulance Services
Book an ambulance pick up or a drop

Benefits of UHI

Benefits for Patients

(%) Improved access to healthcare

& Greater choice of applications

& Transparency in pricing

Stakeholders
® Citizen : Health ID

UHI will increase accessibility, quality, and efficiency by allowing end users /
patients to access many digital health services from any platform of their
choosing. Additionally, patients will be able to view and share their electronic
medical and health information with the healthcare professionals of their choice,

Benefits for Health Service Providers

i Greater discoverability

£ Ability to decide their service price

[ platform to expand their physical of

ffering

including medical reports, test findings, clinical records, etc.

® Healthcare Services : Healthcare Facility Register

The adoption of UHI is predicted from healthcare providers. HSPs include, but are

not limited to:




Doctors of any system of medicine

Hospitals

Labs

Pharmacies

Health service aggregators (platform players that partner with various health
organizations to offer services to end users)

e Home care providers (including home nursing care, teleconsultations, and labs
offering home sample collection services)

Technology Service Providers

Technology service providers are businesses that provide patients and health care
providers software interfaces that are UHI-compatible, making them the third major
participant in the UHI ecosystem. These programmes implement UHI protocols to
make it possible to give digital health services. TSPs must adhere to all UHI-defined
protocols, certifications, and rules. On the UHI network, only approved apps can
register and access services.

UHI Sandbox

The sandbox environment, which is hosted on the ABDM infrastructure, offers a
ready-to-use integrated environment with installed and provided core/foundational
services.

ABDM is in charge of managing all hosted services and applications. Once the ABDM
Sandbox team has contacted you, you may register your system via APIs or use
the already-existing infrastructure components to create your own applications or
integrations. The APl endpoints for each of the separate components and services are
listed below.

The following services are exposed publicly. In order to test the sandbox application,
you will need to connect to your respective applications via API.

Applicationname APl Base URL Description

ABHA Number Service To be updated Health Account Service
HFR To be updated Health Facility Registry
DigiDoctor To be updated Doctor's Registry

HDCM https://dev.ndhm.gov.in/devservice/cm Consent-Manager
Gateway https://dev.ndhm.gov.in/devservice/gateway  Gateway

HIU API https:/[dev.ndhm.gov.in/devservice/hiu-api Health information user
Example HIP https:/[dev.ndhm.gov.in/devservice/hip Health information provider
HIU Web Interface https://dev.ndhm.gov.in/devservice/hiu HIU Website

Developer Service APl | https://dev.ndhm.gov.in/devservice/devservice Developer self service APIs

® Building UHI EUA App
This details out the steps to build your own EUA app including
e Sign up / Sign in with PHR Address

e Select a UHI service




o Teleconsultations

o

o

>

V V V V V VYV V VYV V

Search HSPAs for Doctor

Display search results

Book selected Doctor/Facility
Collect Payment if required
Confirm Booking

Exchange Messages with Doctor
Share health records

Setup WebRTC (teleconsults)
Initiate Call (teleconsults)

Get final prescription

Appointment booking

YV V V V V

Search HSPAs for Facility/Doctor
Display search results

Book selected Facility/Doctor
Collect Payment if required

Confirm Booking

Ambulance booking

>

YV V V V

Search HSPAs for Facility/Doctor
Display search results

Book selected Facility/Doctor
Collect Payment if required

Confirm Booking




DigiLocker

A simple and Secure Document wallet.lt aims at ‘Digital Empowerment’ of people
by providing them access to their authenticated digital document wallet.DigiLocker
targeted the idea of a platform which will let issuance and verification of documents and
certificates for Indian citizens,therefore making a paperless governance. Documents in
the wallet (Aadhar card,Fitness Certificate, etc) are considered as valid identity proof at
Indian Railways and Airports.

> ABHA Card generation in Digilocker.
1. Open DigiLocker using Adhaar Credentials
2. Search for ndhm
3. Select ABHA card
4. Enter Adhaar Number and user will get OTP on registered Mobile Number
5

Provide a Name for ABHA number and Save
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ABHA Card

Create your ABHA NUMBER

ABHA NUMBER is a hassle-free method of
accessing your health records digitally. The
ABHA NUMBER can be used at a participating
healthcare facility to receive your lab reports,
prescriptions, and diagnosis digitally.

Iwilluse my (@ Aadhaar

Aadhaar Number

| am voluntarily sharing my Aadhaar Number /
Virtual ID issued by the Unique Identification
Authority of India (“UIDAI"), and my demographic
information for the purpose of creating an
Ayushman Bharat Health Account number (ABHA
number’) and Ayushman Bharat Health Account
address (*ABHA Address"). | authorize NHA to use
my Aadhaar number / Virtual ID for performing
Aadhaar based authentication with UIDAI as per
the provisions of the Aadhaar (Targeted Delivery of
Financial and other Subsidies, Benefits and
Services) Act, 2016 for the aforesaid purpose. |

216 0EHOmD
(_
ABHA Card

Create your ABHA NUMBER

ABHA NUMBER is a hassle-free method of
accessing your health records digitally. The
ABHA NUMBER can be used at a participating
healthcare facility to receive your lab reports,
prescriptions, and diagnosis digitally.

Iwilluse my (® Aadhaar

Aadhaar Number
- —

Please enter One Time Password (OTP)
sent on your mobile number.

oTP

“m

Wait for the OTP, if not received try resend OTP
after 23 seconds

Enter ABHA NUMBER/No.
— - @abdm)

© n verth & creace

= o <

Now ABHA Card will be added to DigiLocker.

(@] ]




Cybersecurity in Healthcare :
The Foundation for Digital
Transformation

The world we live in is a network like a mesh including our finances, social profile and
governmental infrastructure. Cyber security by default has become a necessity. Cyber
security encompasses everything from protecting personal information to intellectual
property from deliberate attempts of damage and theft risks are festering as the world
leans more towards cloud services and global connectivity. For example facebook had a
security breach where hundreds of millions of facebook user records were exposed on
amazon cloud server.

According to content delivery network provider akamai gaming industry has been the
biggest victim of cyber attacks in the past couple of years

» What is Cyber Security in Healthcare?

Cyber security cyber security is a practice of protecting systems and networks from
digital attacks.

Healthcare organizations use multiple health monitoring systems such as EHR
programs, radiology information systems, practice management systems, e-doctor
systems, clinical support systems, and physician programs. Patient admissions,
prescriptions, pharmacy, and insurance are all a part of healthcare digitization now.

®




As we leverage and accelerate the adoption of digital technology in all domains and
workflow. we can also notice the difference between the working methods efficiency
and productivity of work being done. These changes can also be seen in the field of
healthcare organization. With the embracement of technology medical science has
achieved great success but as the saying goes that every pro comes with its own set
of cons.

Now Everything is Digital...

Digital transformation means that healthcare organizations are now moving to the
Cloud and adopting new technologies, such as connected medical devices, and
paving the way to precision medicine. Cybersecurity solutions must keep pace with
the healthcare providers and payers’ innovation so they can operate with complete
trust. They face challenges complying with tightening regulations; they’re constantly
combating increased cyber risks and adapting to digital transformation. The field
of healthcare right now is very dynamic.It’s really not if a breach happens it’s really
where we all know that health care institutions are very vulnerable. They’re vulnerable
because of a number of different things. This is an exciting time in healthcare because
healthcare is changing and new technologies are being developed daily that allow
patients to track their own health.




® Healthcare Stakeholder

Stakeholders in healthcare can include but are not limited to, patients, caregivers,
doctors, nurses, unions, employees, employers, government, insurance companies,
communities and pharmaceutical firms.

A stakeholder is an individual, or group of people, that all share a common interest in
a project or organization, and share an interest in its outcomes.

Let’s take a hospital as an example, there are multiple stakeholders for a hospital

including:

e Patients, community, pharmacies, doctors, nurses and even charities.

e Another slightly different example is an elderly care home. An elderly care home
would identify its stakeholders as patients, family members, community and
maybe even funeral parlours.

e Stakeholders in healthcare will include primary and secondary stakeholders.
The primary stakeholders in a hospital would be the doctors and the secondary
stakeholders may be the pharmaceutical companies.

® A secondary stakeholder is a stakeholder who may disrupt or affect the

relationships with the primary stakeholders.

Why Healthcare Gets Hit More ...???

What Makes Healthcare a Prime Target...???

® Patients

Patients need to understand how they securely communicate with healthcare
providers. Additionally, if patients engage virtually with their healthcare providers,
whether through telehealth platforms or other virtual meeting platforms like
zoom, skype etc. Patients need to understand the privacy and security policies
and also how to keep their information private and secure.

o



Healthcare organizations are particularly vulnerable and targeted by cyberattacks
because they possess so much information of high monetary and intelligence
value to cyber thieves and nation state actors. The targeted data includes
patients’ protected health information, financial information like credit card and
bank account numbers.

Personally identifying information such as social security numbers and intellectual
properties related to medical research and innovation.

Few years back firewalls and antivirus softwares were used as security measures
but that is not the case now we have stepped into a new phase in this digital
world where cyber crimes are increasing rapidly with the advancement in
technology. Cyber security plays a major role in securing data from data breaches
in various organizations. Data breach is nothing but stealing information from an
organization system without the consent of the owner.

Let’s answer the former first but before that you all should know what are
the ransomware attacks Ransomware attack is a form of malware that when
downloaded to a device deletes all data.

; &

)

Un-Secured Proliferation of \ HHS Guidelines

loT Devices Ransomware on Apache Log4j
Attacks Vulnerability

Why Healthcare Is A Prime Target for Cyber Criminals...?
Patient information is very valuable

Healthcare has a broad attack surface

Hospitals use outdated technology and legacy systems
Limited training opportunities

Healthcare cyber-attacks can cause chaos

The digitization of health records

N o v bk~ wbne

Ransomware is more profitable when lives are at stake: Ransomware attacks
are pointless if nobody is willing to pay the ransom. However, in a life or
death situation, hospitals may be left with no choice but to pay, should they
get infected.




»> Biggest Cyber Threats in Healthcare
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Phishing Malware Ransomware Theft of Insider Hacked loT
patient data threats devices

Healthcare organizations can expect ransomware, botnets, cloud misconfigurations,
web application attacks, and phishing to be their top risks.

® Phishing

® Phishing is the practice of infecting a seemingly innocuous email with malicious
links. The most common type of phishing is email phishing.

e Phishing emails can look very convincing, and they usually reference a well-
known medical disturbance to incentify link clicking.

e Here’s an example of a phishing email posing as a message from the World Health
Organization.

XN, World Health
@f/} Organization

Thasks fr bepingto make the eorld 2 e et

® Phishing is the most prevalent cybersecurity threat in healthcare. Once again, a
lot of the phishing activity targeting the healthcare sector over the past year has
been related to the COVID-19 pandemic.

e India ranked third globally and first in the Asia-Pacific region in the list of
111 countries affected by a world-wide cyberattack involving a syndicate of
cybercriminals stealing passwords through a concerted phishing campaign,
according to a recent report

4]



® Ananalysisthatresearchers at Palo Alto Networks Unit42 team conducted recently
showed a 189% increase in phishing attacks relating to or targeting pharmacies
and hospitals just between December 2020 and February 2021. Vaccine-related
phishing attacks soared 530% over the same period.

COVID-Related Topics in Phishing URLs
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Figure 1. Trends in COVID-themed phishing attacks from January 2020-February 2021
(global).

Popular Phishing Targets in COVID-Related URLs
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OneDrive
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Excel
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Figure 2. Top phishing targets in COVID-related URLs (global). Each bar represents
the percentage of phishing URLs attempting to steal users’ login credentials for
that particular website. (Note that in this figure, we only include URLs that target
identifiable brands.)

How to Prevent Healthcare Phishing Attacks

e To combat phishing, a combination of measures are required, which should
include an email security solution to prevent phishing emails from reaching
inboxes, a web filter for blocking access to phishing and other malicious websites,
antivirus software on all endpoints, an intrusion detection system for identifying
suspicious activity, and comprehensive security awareness training for the
workforce to raise awareness of the threat of phishing, along with phishing
simulations for testing the resilience of the workforce to phishing attacks.




To limit the harm caused should an attack result in credential theft, multi-factor
authentication should be used on all email accounts.

It is also important to clear email accounts regularly so that if an account is
compromised, the amount of data that can be obtained will be minimized. Since
emails may need to be retained for legal reasons, consider using a secure email
archive.

® Ransomware

® Ransomware is a type of malware attack in which the attacker locks and encrypts
the victim’s data, important files and then demands a payment to unlock and
decrypt the data.

e This type of attack takes advantage of human, system, network, and software
vulnerabilities to infect the victim’s device—which can be a computer, printer,
smartphone, wearable, point-of-sale (POS) terminal, or other endpoint.

e During a ransomware attack, malware is injected into a network to infect and
encrypt sensitive data until a ransom amount is paid. This malicious software is
usually injected into a system through a phishing attack.

e Ransomware attacks are a growing threat amongst healthcare providers according
to an analysis last year. More than 1 in 3 healthcare organizations globally fell
victim to a ransomware attack in 2020.

Within which sector is your organization? [5,400]
IT, technology & telecoms
Financial services
Education
Manufacturing & production
Retail
Business & professional services
Healthcare
Construction & property
Distribution & transport
Energy, oil/gas & utilities
Media, leisure & entertainment
Local government
Central government & NDPB
Other

Key Findings

o 34% of healthcare organizations were hit by ransomware in the last year.

® 65% that were hit by ransomware in the last year said the cybercriminals
succeeded in encrypting their data in the most significant attack.

o 44% of those whose data was encrypted used backups to restore data.




® 34% of those whose data was encrypted paid the ransom to get their data back in
the most significant ransomware attack.

e However, on average, only 69% of the encrypted data was restored after the
ransom was paid*

® 89% of healthcare organizations have a malware incident recovery plan

Hit by ransomware in Not hit by ransomware Not hit by ransomware
the last year in the last year, but in the last year, and
expect to be hitin the don't expect to be hit
future in the future

In the last year, has your organization been hit by ransomware? [328 healthcare
respondents]

e How to detect and prevent Ransomeware :
1. Proactively monitor your server, network, and back up key systems.
2. Keep your operating system patched and up to date.
3. Educate your end-users about malicious spam and creating strong passwords.

4. Invest in dependable cybersecurity technology.
» Healthcare Data Breaches

List of some of the biggest data breaches in the healthcare industry

2

AADHAAR

1. Aadhaar Data Breach

Date: March 2018
Impact: 1.1 billion people

In March of 2018, it became public that the personal information of more than
a billion Indian citizens stored in the world’s largest biometric database could be
bought online.

This massive data breach was the result of a data leak on a system run by a state-
owned utility company. The breach allowed access to private information of
Aadhaar holders, exposing their names, their unique 12-digit identity numbers,
and their bank details.

The type of information exposed included the photographs, thumbprints, retina
scans and other identifying details of nearly every Indian citizen.




Yahoo Data Breach (2017) ’
Q@)

Date: October 2017
Impact: 3 billion accounts

Yahoo disclosed that a breach in August 2013 by a group of hackers had
compromised 1 billion accounts. In this instance, security questions and answers
were also compromised, increasing the risk of identity theft. The breach was first
reported by Yahoo while in negotiations to sell itself to Verizon, on December 14,
2016. Yahoo forced all affected users to change passwords and to reenter any
unencrypted security questions and answers to re-encrypt them.

Tricare Data Breach
N
—
TRICATR E®

Date: September 2011
Impact: 5 million patients
How did the breach occur?

Tricare, a healthcare program servicing active-duty troops, their dependents, and
military retirees, suffered a significant data breach following the theft of backup
tapes of electronic health records. The backups were stolen from the car of an
individual responsible for transporting the tapes between facilities.

It’s unclear whether the criminals possessed the necessary acumen to decrypt the
information stored on the tapes, or if they understood what they were stealing.

The following data may have been compromised in the Tricare data breach:
e Social security numbers

® Names

e Addresses

e Phone numbers

® Personal health data

e Clinical notes

e labtests

® Prescription information




Community Health Systems Data Breach
a COMMUNITY HEALTH
Dgg CH SYSTEMS, INC.

Date: April-June 2014
Impact: 4.5 million patients
How did the breach occur?

Cybercriminals believed to be located in China, exploited a software vulnerability
by deploying high-sophisticated malware leading to the theft of sensitive patient
data. The incident impacted anyone that received treatment from a facility
associated with the community health system network in the last 5 years.

The following information was compromised in the Community Health System
data breach:

e Names

e Birth dates

Social Security numbers
e Phone numbers

e Addresses

Medical Informatics Engineering Data Breach

MEDICAL INFORMATICS ENGINEERING

Date: July 2015
Impact: 3.9 million patients

How did the data breach occur?

Medical Informatics Engineering (MIE), a developer of electronic medical record
software, suffered a data breach impacting at least 11 of its healthcare provider
clients.Cybercriminals accessed one of MIE’s servers by using a compromised
username and password and maintained undetected access for 19 days. 239 of
MIE’s clients were impacted by the breach.

The following data may have been compromised in the Medical Informatics
Engineering data breach:




e Names e  Social security numbers

e Telephone numbers e Labresults

e Mailing addresses e  Health insurance policy information
e Usernames e Diagnosis

e Hashed passwords e Disability codes

e Security questions and answers e Doctor names

e Spousal information e Medical conditions

® Email addresses e  Names of children

e Dates of birth e  Birth statistics

® DDosS Attacks

A Distributed-Denial-of-Service attack is a flood of fake connection requests directed
at a targeted server, forcing it offline. During this attack, multiple endpoints and loT
devices are forcibly recruited in a botnet via a malware infection to participate in this
coordinated attack.

Internet of Things (IoT) devices are widely used in many industries including smart
cities, smart agriculture, smart medical, smart logistics, etc. However, Distributed
Denial of Service (DDoS) attacks pose a serious threat to the security of loT. Attackers
can easily exploit the vulnerabilities of IoT devices and control them as part of botnets
to launch DDoS attacks

Fig : A DDoS attack scenario in loT networks as a Botnet to target legitimate servers.

An important feature of Blockchain is the signing and verification process of the
transactions that are carried out using Digital Signature, which is used to identify
users with (owning) a pair of Public and Private Keys. When a user A wants to sign
a transaction (e.g., transaction data in the form of sending crypto BTC), she first
generates a Hash value derived from a transaction; then, she signs (i.e., encrypts) this
Hash value using her Private Key and sends it to user B along with original transaction
data. User B verifies this transaction by comparing the decrypted Hash (while using
A’s Public Key) and the Hash value derived from the received data using the same
Hash function as A’s; an example scenario is shown in figure.

@



Blockchain

. Cryptographic )
User A Hash (SHA-256) UserB
o

BTC Transaction
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. .
BTC Transaction BTC Transaction
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B’s Address B’s Addres: B’s Address
oQm  Bs Address o Bs Address J \ ¥ O B'sAddwss

Encrypted Message " ° n}
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A signs message A broadcasts message

B decrypts message
with its private key over Blockchain network

with its private key

Verification of A’s transaction
in Blockchain network

Fig : The signing and verification of messages (i.e., transaction data)
in a Blockchain network.

® Hot: Attacks against conferencing software

With the pandemic showing no signs of slowing down, many employees are
remaining at home, communicating with colleagues over teleconferencing and
videoconferencing software. James Globe, vice president of operations at the Center
for Internet Security (CIS), says attacks against those services will continue to be a
concern.

He says organizations need to adopt formal corporate policies and procedures for
staffers to follow to combat threat actors trying to piggyback on a session to eavesdrop
on conversations and to view presentations that might contain sensitive information.

Globe recommends that organizations take steps like scrubbing invitation lists,
password-protecting video conferences, sending out passwords in a separate
communication from the meeting invitation, having the moderator manually admit
participants, and locking the meeting once it starts.

Adparty Vulnerability Attacker

End user
account

s

Healthcare
service

Attack on Zoom software
Key numbers:

More than 30% of companies reported an attack of their videoconferencing systems
during 2021, according to the Acronis Cyber Readiness Report.




» Cybersecurity in Healthcare Best Guidelines
® Risk Assessment

In the context of the healthcare industry, a security risk assessment typically refers
to an enterprise-wide assessment of the potential threats to sensitive information
and systems including PHI. A healthcare security risk assessment includes
an evaluation of the potential risks and vulnerabilities to the confidentiality,
integrity, and availability of sensitive information and systems. A security risk
assessment also assesses an organization’s capabilities for preventing, detecting,
and responding to cyberattacks.

A security risk assessment should address the following considerations at a
minimum:

1. Sensitive information discovery: where is our patient information and
other sensitive information (e.g. PHI, credit card data, intellectual property,
financial information)?

2. Threats actors: who are the bad guys and how likely are they to interact with
our environment?

3. Threat vectors: what are the bad things that can happen and how likely are
they to occur?

4. Vulnerabilities: how exposed are we and what weaknesses or security holes
exist in our environment?

5. Impact analysis: if we have a bad day, how bad of a day will it be?
6. Risk determination: what are the most pressing areas we need to address?
7. Corrective action planning: how do we fix what we found?

A security risk assessment should seek to identify all locations and functions
where sensitive information including PHI is created, received, maintained, or
transmitted by the organization.

Example locations where PHI is commonly stored and managed by healthcare
entities:

e Databases

® Servers

e Endpoints

® Removable Media (e.g. USBs)
e Backups

e Email

® Printers/Paper/File Drawers




® Mobile Devices (e.g. Laptops, Tablets, & Phones)
e Web Portals

e |oT & Medical Devices

e Third-party Vendors and Hosted Solutions

What tools and technologies can be used to support security risk assessments?

There are several technology options available for organizations to support the
completion of their security risk assessments.

This is not an exhaustive list, but some examples include:

e OCR and HHS have made available the HHS Office of the National Coordinator
Security Risk Assessment Tool

® Governance, Risk, and Compliance (GRC) tools and software typically have
security risk assessment workflow and reporting modules and functionality

e CORL Technologies offers a platform and services for conducting third-party
vendor security risk assessments

Security Controls

Cyber security attacks are becoming more and more common over time, so it’s
important to know what you can do to protect your information online. While
there’s no bulletproof way to prevent an attack, there are a lot of things you can
do that will help to lessen the risk

How to secure the system ? > What to do and what not to do...
Make a use of STRONG PASSWORD
To check How Secure Is My Password?

Visit following site : https://howsecureismypassword.net/

€ > e a sariyou soword) 2% B »S

How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

It would take a computar about

25 seconds

Weak Password




How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

It would take a computer about

1 trillion years

to crack your password

Strong Password

For Mobile Applications : Use Passphrase instead of passcode or pattern can be easily
hacked

2. Turn on 2-Step Verification
Steps to allow 2-Step Verification (Gmail)
2.1 Google prompts (Default)
1. Open your Google Account.
2. In the navigation panel, select Security.

€« > C @ myaccountgoogle.com/security

Google Account Q  Search Goc

@ Home

[ Personal info
C® Data & privacy
B security

2, People & sharing

Payments & subscriptions

8
@ About

3. Under “Signing in to Google,” select 2-Step Verification Get started.

4. Follow the on-screen steps.

@ Home
Signing in to Google

[E3 Personal info

e »AxTD

& security

2, People & sharing

Tip: If you use an account through your work, school, or other group, these steps might
not work. If you can’t set up 2-Step Verification, contact your administrator for help.




2.2 Backup codes
9 single-use codes are active at this time, but you can generate more as needed.

Use Another Backup option » Download one time password and used for login > For
Login time Choose third option given as “Enter one of your 8-digit backup code” given
in following screen

< 2-Step Verification & 2-Step Verification

Almost there! Add a backup option

1f you lose your phone or your second step is unavailable, youll need a backup option to help
Tou et 1o your accoun Save your backup codes so you'll always have account access

Backup codes are one-time passcodes that you can use 1o sign in when youre away from your
phone. Each code can only be used once.

& PRINT

¥ DOWNLOAD

How do you want to get codes?

ooooo
ooooo

@ Textmessage (O Phone call

Google
2-Step Verification

To help keep your account safe, Google wants to

make sure it's real!i iou triini to s\in in

Choose how you want to sign in:

[0 Tap Yes on your phone or tablet

AN Use your phone or tablet to get a security code (even
if its offline)

&) Enter one of your 8-digit backup codes

Ortry account recovery instead

English (United States) ~ Help  Privacy  Tems

3. Used Incognito Window.

Using incognito mode prevents any data or browsing history associated with a
particular browsing session from being stored on your device. That means that anyone
else using your device won’t be able to see which websites you visited or what you
searched for in Google

Is incognito safer? > It won’t protect you from viruses or malware
4. Use of VPN https://www.itopvpn.com/

VPN stands for “Virtual Private Network” and describes the opportunity to establish
a protected network connection when using public networks. VPNs encrypt your




internet traffic and disguise your online identity. This makes it more difficult for third
parties to track your activities online and steal data.

Use VPN for following situation

e Keep browsing activity private

e When you are using public wi-fi

® Accessing Sensitive information

e Reduce mobile data usage

For Windows 10 S

e Install the FortiClient from the Microsoft Store

e Go to the Windows Menu and select “Settings”

e Inthe Windows, Setting go to “Network & Internet”

Windows Settings

=

System
o

Display, sound, notifications, power

g Deviees

Bluetooth, printers, mouse

[ Prere
Link your Android, iPhone

g, Personalization
Background, lock screen, colors

$= Apps
8= Uninstall, defaults, optional features

Q Accounts

o Inthe Network & Internet and select “VPN”

& Settings - o x

Network & Internet

| & status

¥ Ethernet

2 Dial-up

2= Airplane mode
@ Data usage

@ Proxy




In the VPN select “+” to add a VPN connection

@ VPN

ddanN

Advanced Options

Allow VPN over metered networks
@ o
Allow VPN while roaming

@ on

Related settings

Change adapter options
Change advanced sharing options
Network and Sharing Center

Windows Firewall

In the VPN provider Select “FortiClient”, Give the connection a name “TNS U.S.
Access”, in the server name or address add “remote.newschool.edu” and “Save”

Add a VPN connection

VPN provider

Connection name

TNS USS. Access

Server name or address

remote.newschool.edu

Type of sign-in info

User name (optional)

To connect select “Connect”, you will get a login window for username and

password, enter your NetID and Password.

OZO TNS U.S. Access

Connect Advanced options Remove




5. Use of DuckDuckGo (Private browser) : https://duckduckgo.com/

DuckDuckGo is a better option than Google or Bing. Statistics show that 80 million
people have used the platform to access the internet, so it is clearly gaining traction.
Over 35 billion queries were answered by this browser in 2021 alone.

DuckDuckGo

& duktuckanzom

6. Check if your email or phone is in a data breach

Open : https://haveibeenpwned.com/

R —— cek B

have i been pwned?

Check if your email or phone is in a data breach

Good news — no pwnage found!
o

7. Always use 2-Mobile Number and 2- Gmail account
One for Personal things,linking to Addhar, banking purpose and second for others

8. Do not share your personal information like Photo, Aadhar card/PAN photo etc)
publicly, not. even with friends and family. Do not share your information in any
survey form,website or in any contest, status/stories on social media

9. Do not give your mobile to anyone for calling or any purpose. Spyware is used to hack
your data from mobile.

10. Secure WhatsApp
® Two-step verification
® Remove Linked Device

® Make all details as private
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< Privacy <«

Linked devices

Last seen and online P N

J
Profile photo
=
.

Use WhatsApp on other devices
Status

b, Deskt t
Learr ore

Read receipts

Disappearing messages

Groups

Live location

Blocked contacts

Fingerprint lock

11. Do not download and install Third-party Apps

You can simply avoid this by disabling the unknown source app install option.

S16OMONaMA - BEAN STEOMONAME - °

=

< Special access < Install unknown apps

romthis source may putyour phone and
Allfiles access

Device admin apps @ Chrome

Appear on top
& Dive
Do not disturb permission
6 Feem
Manage media
Change system settings. 0 Galaxy Store

Notification access
M Gmail

Pictureiin-picture
® Image to PDF Converter
Use premium text message services

Allowed to use data while Data saver is on e Join

@ Unshaing
@ Messeoes

) MyFiles

Install unknown apps
Alarms & reminders.
Usage data access.

VR heloer services

12. Another way to avoid being the victim of cybercrime is to install anti-virus software
and keep software up to date, as updates generally upgrade security and remove
bugs

13. Backup and restoration of files/data on Google drives constantly

14. Avoid to charge your mobiles/laptop on public spaces.There are strong chances of
PHISHING ATTACK > Carry Power Bank
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15. Stay off public networks and disable Bluetooth when not in use.
16. Never open suspicious emails or links.

17. Remove Virus from PC

Open Run using windows+R > Type mrt and click Ok

- S & Microsoft Windowis Malcious Software Removal Tool - 5.109.19957.1

|
scan type ~ Scaming your conputer

=) Type the name of a program, older, document,or
= intemet resource, and Windows will open it for you.

open: | mnt o

oK Cancel Browse.

Startume: 11:50 M

ime lapsad: 00:00:07

18. Check website is secure or not from https://www.urlvoid.com/
19. Check if someone is spying on you ?

Press windows+R > Type netplwiz and enter

=] Run X

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Qpen: | netpiwiz -]

OK Cancel Browse.

20. Safe Browsing site status

https://transparencyreport.google.com/safe-browsing




Cybersecurity in Healthcare Laws and Regulations
Health Insurance Portability and Accountability Act of 1996 (HIPAA)

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal
law that required the creation of national standards to protect sensitive patient health
information from being disclosed without the patient’s consent or knowledge. The US
Department of Health and Human Services (HHS) issued the HIPAA Privacy Rule to
implement the requirements of HIPAA. The HIPAA Security Rule protects a subset of
information covered by the Privacy Rule.
O,

e

Medieal Physicians/

v Medial v4
_@_ Staff g’

EMR -
Pharmacies

=)

Hospitals Health Plans
™ HIPAA
s
Healthcare Device Manufactures
Information
Exchanges O

Laboratories Employers

Health Insurance Portability and Accountability Act of 1996 (HIPAA)
KEY TAKEAWAYS

e HIPAA law impacts policies, technology, and record-keeping at medical facilities,
health insurance companies, HMOs, and healthcare billing services.

e Noncompliance with HIPAA standards and best practices is against the law.

e The HITECH Act was created in 2009 to expand HIPAA privacy and security
protections for patients.

iy Zm

PROTECTED DEVICES: BACK-UPS,
. ANTI-VIRUS/ANTI-MALWARE REQUIRE EMPLOYEE USE OF VPN

BRING YOUR OWN DEVICE

(BYOD) AND REMOTE EMPLOYEE ENCRYPT & PASSWORD PROTECT
POLICY AND PROCEDURES PERSONAL DEVICES
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How the Health Insurance Portability and Accountability Act (HIPAA) Works

The Health Insurance Portability and Accountability Act (HIPAA) ensures that individual
health-care plans are accessible, portable and renewable, and it sets the standards
and the methods for how medical data is shared across the U.S. health system in
order to prevent fraud. It preempts state law (unless the state’s regulations are more
stringent).

Since 1996, HIPAA has been modified to include processes for safely storing and
sharing patient medical information electronically.2 It also includes administrative
simplification provisions, which are aimed at increasing efficiency and reducing
administrative costs by establishing national standards.

In 2009, the Health Information Technology for Economic and Clinical Health Act
(HITECH) broadened HIPAA privacy and security protections. The HITECH Act was
enacted as part of the American Recovery and Reinvestment Act of 2009 as a way
of promoting the use of health information technology. A portion of the HITECH Act
addresses privacy and security concerns.

The Future of the Health Insurance Portability and Accountability Act (HIPAA)

In 2018, Bloomberg Law reported on the privacy risks that come from digital healthcare
data and the likelihood of updated federal laws in the near future.4 In an age of fitness-
tracking apps and GPS-tracked, shareable data on everything from an individual’s daily
step count to their average heart-rate, medications, allergies, and even menstrual cycles,
there are new challenges for upholding standards in storing and protecting personal
medical data.







Converting Website to
Mobile Application

Importance of Mobile Apps in Healthcare

Healthcare-base mobile applications connect doctors with patients who need support,
easing the burden on healthcare workers. For instance, Healthcare mobile apps offer
24x7 virtual assistance to patients by connecting them to certified doctors through
calls, text, or video calls. It allows doctors to learn about their patient’s symptoms and
provide a digital prescription.




Improved Patient Engagement

Studies have shown that a convenient and technology-driven healthcare experience
can tremendously improve patient satisfaction.

Patient engagement focuses on making sure that patients and providers work together
to improve the patient’s health. In order to create patient engagement strategies
that allow patients to become actively engaged in gathering information and making
decisions about their symptoms, illnesses, and treatment options, providers need to
empower the patient to have a voice in their healthcare experience.

Immediate Access to Care

Extending the reach of patient care through connected technology means empowering
providers to understand a patient’s wellbeing in real-time and make confident
decisions about the most appropriate care setting for each patient.

Consideredablessing for doctors, nurses, and other healthcare workers, the healthcare
mobile application updates doctors about symptoms and ailing health conditions of
the patient. These applications can be designed to check ailing symptoms and create
areport.

Secure Payment Options

Standing in a queue waiting to pay your medical bill is a thing of the past. With secure
payment gateways integrated into healthcare mobile apps, bill payment becomes a
hassle-free process. Highly secured payment gateway integration in the app facilitates
users to make instant payments securely with a few clicks.

They can also select their preferred payment method, pay online (debit or credit card)
and connect to their insurer (if required) via apps. Choose between your preferred
payment mode (debit card, credit card, or mobile payment gateways like Paypal)
to pay bills timely. Also, if you forget to make a payment, these apps will send a
notification as a reminder.

Real-Time Communication

Apart from inspecting the patient’s condition using high-definition cameras, mobile
apps can also be used for real-time collaboration, consultation, and information
sharing with doctors globally. This benefits the patients as doctors from across the
globe can learn and share knowledge in real-time. Moreover, regular real-time
communication between patients and doctors also improves monitoring by keeping a
constant check on health.

Internet of things healthcare And Mobile Application

The internet of things healthcare and mobile applications make the practice easy
to gather patients’ information and health data on loT healthcare devices. The data




VL.

seamlessly flows via the connected medical equipment on patients’ bodies meant for
monitoring vital parameters.

The technology makes it easier to monitor the vital health parameters and alert the
healthcare service provider when it exceeds the threshold value. 10T collaborates
with medical and healthcare mobile apps delivering better care to patients while
generating revenue opportunities for stakeholders. Moreover, with |oT, the treatment
cost is also reduced significantly making it easier for patients to follow instructions.

HealthCare Apps are Blessing in far Remote Areas

Today’s era of internet and with Smartphones reaching to every nook and corner,
people living in rural areas can also expect to get the best health services. The on-
demand apps help them to book appointments with doctors and buy medicines
online without having to travel to the hospital.

In addition, they can also get information about important healthcare tips from time
to time through push notifications.

These healthcare applications are a blessing in disguise as it is easy to book an
appointment with the doctor along with purchasing medicines online too. Apart from
that, push notifications are the easiest way to offer daily healthcare regimes and tips.

How Mobile Apps can improve your business?

Mobile healthcare apps are transforming the healthcare ecosystem by improving
communication, efficiency, and quality of the service.

Healthcare apps are a blessing to the medical industry. Not only doctors and patients,
but hospital staff and pharmacists can also gain the benefits of this technological
marvel. Mobile healthcare apps can be used for online consultation, diagnosis,
appointments, and medical supply delivery.

®



The healthcare industry has witnessed enormous transformation due to technological
advancement and interference. In the past few years, we can clearly see the role
mobile app development has played in the transformation of the healthcare sector.

Following are the ways in which mobile apps can help you grow your business:

1)

)

)

Iv)

V)

Excellent Business Opportunity

By offering digital solutions and making healthcare more accessible, mobile apps
can help healthcare businesses increase patient satisfaction, reduce operational
costs, and grow their patient base.

Boost branding

Healthcare apps help doctors, healthcare service providers build a brand, improve
customer experience and increase profits in the long run.

If you want an instant brand boost or recognition, creating a mobile application is
a great way to help improve your corporate branding and overall reputation.

Digital Marketing acquire more patients

By utilizing digital channels such as social media, email marketing, search engine
optimization (SEQ), and pay-per-click advertising (PPC), healthcare businesses can
reach and engage with their target audience in a cost-effective and data-driven
manner.

Enhancing patient data management and tracking of health information

Enhancing patient data management and tracking of health information is one
of the key benefits of mobile apps in healthcare. By digitizing and centralizing
patient data, mobile apps can improve the accuracy and efficiency of healthcare
delivery and support better patient outcomes.

Greater flexibility and real-time adaptability

Greater flexibility and real-time adaptability are also benefits of healthcare
mobile applications. This includes Real-time communication with patients and
healthcare providers, On-demand access to health information and services,
Personalized and adaptive features for individual patients, Integration with other
healthcare technologies and systems.

By having the ability to quickly update and improve their mobile app, healthcare
businesses can provide a better user experience, stay ahead of market trends,
and deliver more effective and efficient care to their patients.




» Convert Website into Mobile Application

The fastest and most affordable way to build a mobile app is to convert your existing
site into native mobile apps. Although web and mobile are two completely different
platforms, there are still many shortcuts you can take advantage of to augment your
web solution with a mobile app relatively quickly.

Let’s Convert Website to App.

KODULAR

Step: 1 Go to https://www.kodular.io/

Step: 2 Click on Create Apps and you will get Sign In form and Create Account Link.
Being a new user you have to create an account. Enter your name and email address
or sign up with gmail, github or twitter account.

e
NN
Sign Up.
Create your Kodular Account
Enter your name
Enter your emai
Aleadly have an account? et
Sign ininstead
Or sign up with
G (v] 1 4

Step: 3 Enter Password and confirm password and agree to the terms and conditions.
And click on the Create Account button. After that you have to verify your email
address and agree to the terms.

<~

Almost done




You will get the following screen after successfully login to the website. Click on Create
Project Button.

DR R —,

O crevr

@ B o o

‘Welcome fo Kodular!

Step : 4 After clicking on Create new Project you have to provide Project Name and click
on Next Button.

Create new project

ok

Give your new project a name

ICAIM ]

Step : 5 In the Configure Project you have to provide the following information.

Configure your project
These seftings can be changed later
Ann Name

ICAIN{

Thcme
{Defauh ~
Minimum SDK Level
{Andrmd 5.0-50 2 (API 21) ~

Pacl(age Name ]

F.P".Eif:;;ﬁ
Back Cancel Finish
App Name : Name of Application
Theme : Select Application Theme (i.e. Light / Dark or Default)

Minimum SDK : Specifies the minimum API Level on which the application is able to run

Package Name : Enter unique package name

@




Also Set Primary Color, Primary Color Dark and Accent Color which are the basic Application
Colors

The above shown screen is called Designer.

From this page, you can add/delete Components and modify their properties.

1.

4.
Step 5: Change the Screen Properties

From the Screen Properties Window you can change the properties of
your screen like the title and sub title of the screen. You can change the
screen animation and orientation. You can also enable the scrollbar option
and disable the show option menu and show status bar.

On the left side of your page, numbered 1 is the Components Palette or simply
Palette. This consists of various components grouped under different categories.

When you need to add a component, you can click on the component on the Palette,
hold it and drag it onto the Viewer area of the Designer page.

On the right side, you have the Components Hierarchy and the Designer Properties
Panel (which is visible when you select a component). The Components Hierarchy
shows the visible components added into the current project. The Designer Properties
Panel will be visible when clicking on a component and displays the properties of that
component.

In the middle is the Viewer which gives a mocked up view of the app as seen on a real
device. To add a component to the project, drag the component from the Palette and
drop it inside the Viewer.

Below the Viewer, the Non-visible Components Panel is present, which shows all the
Non-Visible Components added to the current project.

At the top of the page, various menus and options are present. -




Step 6: Getting WebView & Assigning URL

Drag & Drop the WebView Component in your App Screen into your project which could
be found under the views subcategories under the Layout section in Components Pallet.

Step 7: WebView Settings

Set the WebViewer’s height & width to fill parent in properties section so that the
WebViewer covers the full screen of the user’s mobile device. Further, keep the “Zoom
Enable” option in WebViewer’s properties Disabled.

Add Home URL as your Website URL.

o P T e p——— Screen1

,,,,,

Step 9 : Go to Screen 1 Block and select when Screenl.Back Pressed
And do the following. Close application is inside control block
Step 10 : Project Settings

Inside Project Settings you can change the Application Icon and splash screen. Also change
the primary colors of your application.




Project seflings x

] & App Name

Thisis name of your app. It wil your phone’s launcher, settings screen,
Theming ° and other parts of the Note that th

project name.
Publishing ]

[rcane ]
Moneization ®
APl Keys & con

Your app's icon s displayed on your phone's launcher alongside the app name. Use a square o
round png image of size 512x512px for best results. More information

Nove [e g
Splash Screen
If enabled, your app splash appisfirst loading. A

splash screen can be used to display custom branding or loading progress.

Splash Screen

Step 11 : Test and Export your Application

Select Export and click on Android APK (.apk). You can either scan the barcode or download
the APK by clicking on the Download APK button.

Android App for "ICAIM"

Scan the QR code on your phone to install the app or download the APK file
1o your computer.

Note: This link is valid only for 10 minutes. It is recommended to export your
app as an Android App Bundle for distribution via Google Play.

@ Download APK

Kodular.app/YHD-OCS (m]

Close

Step 12 : Install APK and Open Application. You can now get your application with your
name and logo.

& ICAIM

Do you want to install this application? It
does not require any special access.

ABOUT ICAIM

arely a year, the globe has come out of the
COVID-19  pandemic to confront et
another challenge of Global Warming. Climate

Change, Global Warming, Greenhouse

not new, but have been prevailing sinc
century. ICAIM 2023 the eighth in
TIMSCDR annual Conference focus

perils of Global Warming and the
CANCEL  INSTALL towards Carbon Neutrality and contemplaf







Content Marketing -
ChatGPT

» Open Al- ChatGPT

GPT stands for Generative, Pretrained, Transformer. ChatGPT can write emails and essays,
poetry, answer questions, or generate lines of code based on a prompt. This could be
used to develop virtual assistants or quickly answer customer queries. Content platform
Jasper said about 80,000 clients have used its software to draft ads, emails, blogs and

»OpenAl

other material.

)




Steps to use ChatGPT

The work for which you spend thousands of rupees, you spend lakhs of rupees, that
work is also free and you do not need to watch YouTube videos, nor do you need to
search Google for how to make a video or reel viral will know. You have to make any
website, it will be ready withing a minute. If you want to solve a hard question of
maths, then you will solve it in a minute.

How to create and account in ChatGPT

Step 1: open your browser and type in chat.openai.com

W x @ CrecOsimizeg gz X B Natfeund x|+ vo- 8 x

©opena1

ChatGPT: Optimizing
Language Models

Step 2: click on “TRY CHATGPT”

Step 3: if you are existing user click on log in and for new user click on signup and fill
the details. So account will be created.

Welcome to ChatGPT

Log in with your Openal account to continue

Step 4: after log in to main window, where we can actually start typing and ask
questions




hecker | 100%F1 | @ ChatGPT: Optimizing Langus X | (@) New chat X (@ hpsiichatopensicomaut X |+ -

kintroductio.. ] Whatis nmutable.. G whatisarpsoftaar.. 5 Nodejs REPL(READ... () Bac Sesrch:EBSC

ChatGPT

E4 [y

Capabilties Limitations

0:

Examples

This is how we can use this ChatGPT app

Now we will discuss some advantages and disadvantages

Advantages:

1.

Natural language understanding: ChatGPT can understand and respond to a wide
range of human language inputs, making it useful for natural language processing
tasks such as language translation, text summarization, and question answering.

Human-like responses: ChatGPT is trained on a large dataset of human-generated
text, making its responses more human-like and natural than those generated by
other models.

Flexibility: ChatGPT can be fine-tuned for specific tasks and industries, such as
customer service or technical documentation, to improve its performance and
make it more useful for specific applications.

Efficiency: ChatGPT can generate responses in real time, which allows for faster
and more efficient communication.

Cost-effective: ChatGPT can automate many tasks that would otherwise require
human labor, which can save time and money.

(]



6.

Scalability: It can handle multiple requests simultaneously, which can save time
and money.

® Disadvantages

1.

Reliability: At last its machine so sometime the given answer or data might be
incorrect.

No multiple solutions: On google web search engine we got multiple option and
where we can choice as based on query, as compared in GPT we don’t get various
option to verify the answer.

No Graphics availability: No diagrams, graphs can access on this.










