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PROGRAM EDUCATIONAL OBJECTIVES (PEOs) 
PEO-1 : To enable students to gain knowledge across all domains of Information 

Technology with in-depth understanding of their applications. 
PEO-2 : To enable students to analyze problems and to design and develop software 

solutions using emerging tools and technologies.  
PEO-3 : To enable students to continue Life-long learning, Research and 

Entrepreneurial pursuit in their chosen fields. 
PEO-4 : To develop communication, teamwork, and leadership skills necessary to 

manage multidisciplinary projects and serve the society as responsible and 
ethical software professionals. 

 
 

PROGRAM OUTCOMES (POs) 
1. Apply domain specific knowledge of computing and mathematics for 

designing of software solutions for defined problems and requirements. 
2. Understand and analyze a problem and suggest feasible solutions. 
3. Design, evaluate, and develop effective solutions for complex computing 

problems to meet desired needs. 
4. Design and conduct experiments and use research-based methods to 

investigate complex computing problems. 
5. Use appropriate techniques and software tools for computing activities. 
6. Understand and commit to professional norms, regulations and ethics. 
7. Recognize the need for and have the ability to engage in independent learning 

for continual professional development. 
8. Understand and apply project management principles, as a member or leader 

in multidisciplinary environments. 
9. Effectively communicate technical information, both oral and written with 

range of audience. 
10. Analyze societal, environmental, cultural and legal issues within local and 

global contexts when providing software solutions. 
11. Work as a member or leader in diverse teams in multidisciplinary 

environments. 
12. Use Innovation and Entrepreneurship for creation of value and wealth. 
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I. INTRODUCTION

Techniques involving visualization of the requirements like 

storyboards, prototypes, scenarios are helpful when you have 

a business user who may not be worried about the ins and 

outs of technical solution or have long attention duration for 

legalizing the requirements with users to let the analyst drive 

his discovery efficiently than just reading a document with a 

prospective user. The requirement gathering techniques may 

differ from one project to another. Some requirement 

gathering techniques may prove highly beneficial for you in 

one project but may not be as productive in the other project 

or for some other company. Therefore the usefulness of a 

technique is determined by its need and the kind of 

advantages it offers in a particular project. There are 

requirement gathering techniques that you must be aware of 
in order to manage the projects in a better way and run your 
business successfully. 

II. BRAINSTORMING

Brainstorming is a group or individual creativity technique by 

which efforts are made to find a conclusion for a specific 

problem by gathering a list of ideas spontaneously contributed 

by its member(s). The term was popularized by Alex 
Faickney Osborn in the 1953 book Applied hnagination. 

Osborn claimed that brainstorming was more effective than 

individuals working alone in generating ideas, although more 

recent research has questioned this conclusion. Today, the 

term is used as a catch all for all group ideation sessions. 

Osborn claimed that two principles contribute to "ideative 
efficacy, 11 these being: 

A. Defer judgment,
B. Reach for quantity.

Following these two principles were his four general rules of 
brainstorming, established with intention to: reduce social 
inhibitions among group members, stimulate idea generation, 
increase overall creativity of the group. 

A. Focus on quantity:
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This rule is a means of enhancing divergent 
production, aiming to facilitate problem solving through the 

maxim quantity breeds quality. The assumption is that the 
greater the number of ideas generated, the greater the chance 
of producing a radical and effective solution. 

B. Withhold criticism:

In brainstorming, criticism of ideas generated should 
be put 'on hold'. Instead, participants should focus on 
extending or adding to ideas, reserving criticism for a later 
'critical stage' of the process. By suspending judgment, 
participants will feel free to generate unusual ideas. 

C. Welcome unusual ideas:

To get a good and long list of ideas, unusual ideas are 
welcomed. They can be generated by looking from new 
perspectives and suspending assumptions. These new ways of 
thinking may provide better solutions. 

D. Combine and improve ideas:

Good ideas may be combined to form a single better 
good idea, .as suggested by the slogan "1+ 1 =3". It is believed 
to stimulate the building of ideas by a process of association. 

Fig. I. CbaJlenges to effective group brainstorming 





categories over the texts. While methods in quantitative 

content analysis in this way transform observations of found 

categories into quantitative statistical data, the qualitative 

content analysis focuses more on the intentionality and its 

implications. 

IV. FOCUS GROUP

A focus group is a form of qualitative research in which a 
group of people are asked about their perceptions, opinions, 
beliefs, and attitudes towards a product, service, concept, 
advertisement, idea, or packaging. Questions are asked in an 
interactive group setting where participants are free to talk 
with other group members. The first focus group was held in 
Ernest Dichter's house in a room he built above his garage. 
The first focus groups were created at the Bureau of Applied 
Social Research in the USA, by associate director, 
sociologist Robert K. Merton. The term itself was coined by 
psychologist and marketing expert Ernest Dichter. 

A. Problems and criticism
A fundamental difficulty with focus groups (and other forms
of qualitative research) is the issue of observer dependency:
the results obtained are influenced by the researcher or his 
own reading of the group's discussion; raising questions of
validity (see Experimenter's bias). Focus groups are "One
shot case studies" especially if they are measuring a
property-disposition relationship within the social sciences,
unless they are repeated. Focus groups can create severe
issues of external validity, especially the reactive effects of
the testing arrangement. Other common (and related)
criticisms involve groupthink and social desirability bias.

Another issue is with the setting itself If the focus groups are 
held in a laboratory setting with a moderator who is a 
professor and the recording instrument is obtrusive, the 
participants may either hold back on their responses and/or 
try to answer the moderator's questions with answers the 
participants feel that the moderator wants to hear. Another 
issue with the focus group setting is the lack of anonymity. 
With all of the other participants, there cannot be any 
guarantee of confidentiality. 

Douglas Rushkoff argues that focus groups are often useless, 
and frequently cause more trouble than they are intended to 
solve, with focus groups often aiming to please rather than 
offering their own opinions or evaluations, and with data 
often cherry picked to support a foregone conclusion. 
Rushkoff cites the disastrous introduction of New Coke in 
the 1980s as a vivid example of focus group analysis gone 
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Jonathan Ive, Apple's senior vice president of industrial 
design, also said that Apple had found a good reason not to 
do focus groups: "They just ensure that you don't offend 
anyone, and produce bland inoffensive products." 

5 

B. Focus group data analysis
The analysis of focus group data presents both challenges
and opportunities when compared to other types of
qualitative data. Some authors have suggested that data
should be analyzed in the same manner as interview data;
while others have suggested that the unique features of focus
group data - particularly the opportunity that it provides to
observe interactions between group members - means that
distinctive forms of analysis should be used. Data analysis
can take place at the level of the individual or the group.

Focus group data provides the opportunity to analyze the 
strength with which an individual holds an opinion. If they 
are presented with opposing opinions or directly challenged, 
the individual may either modify their position or defend it. 
Bringing together all the comments that an individual makes 
in order can enable the researcher to determine whether their 
view changes in the course of discussion and, if so, further 
examination of the transcript may reveal which contributions 
by other focus group members brought about the change. 

At the collective level, focus group data can sometimes 
reveal shared understandings or common views. However, 
there is a danger that a consensus can be assumed when not 
every person has spoken: the researcher will need to consider 
carefully whether the people who have not expressed a view 
can be assumed to agree with the majority, or whether they 
may simply be unwilling to voice their disagreement. 

V. TIME CONSIDERITIONS

Many . researchers underestimate the time required to 
complete a research project. The following form may be used 
as an initial checklist in developing time estimates. The best 
advice is to be generous with your time estimates. Things 
almost always take longer than we think they should. 

This checklist contains two time estimates for each task. The 
first one (Hours) is your best estimate of the actual number 
of hours required to complete the task. The second one 
(Duration) is the amount of time that will pass until the task 
is completed. Sometimes these are the same and sometimes 
they are different. Most researchers and business-people have 
to divide their time among many projects. They simply 
cannot give all their time to any one project. For example, 
my estimate of goal clarification may be four hours, but other 
commitments allow me to spend only two hours a day on this 
study. My "hours" estimate is four hours, and my "duration" 
estimate is two days. 

To arrive at your final time estimates, add the individual 
estimates. The hours estimate is used for budget planning and 
the duration estimate is used to develop a project time line. 

SUR VEY TIME PLANNING FORM 













A. Customer Requirements

Statements of fact and assumptions that define the 
expectations of the system in terms of mission 
objectives, environment, constraints, and measures of 
effectiveness and suitability (MOE/MOS). The 
customers are those that perform the eight primary 
functions of systems engineering, with special emphasis 
on the operator as the key customer. Operational 
requirements will define the basic need and, at a 
minimum, answer the questions posed in the following 
listing: 

• Operational distribution or deployment: Where
will the system be used?

• Mission profile or scenario: How will the
system accomplish its mission objective?

• Performance and related parameters: What are
the critical system parameters to accomplish the
mission?

• Utilization environments: How are the various
system components to be used?

• Effectiveness requirements: How effective or
efficient must the system be in performing its
mission?

• Operational life cycle: How long will the
system be in use by the user?

• Environment: What environments will the
system be expected to operate in an effective
manner?

1) Architectural Requirements :

Architectural requirements explain what has to be done by 
identifying the necessary systems architecture of a system. 

2) Structural Requirements

Structural requirements explain what bas to be done by 
identifying the necessary structure of a system. 

3) Behavioral Requirements

Behavioral requirements explain what has to be done by 
identifying the necessary behavior of a system. 

4) Functional Requirements

Functional requirements explain what has to be done by 
identifying the necessary task, action or activity that must be 
accomplished. Functional requirements analysis will be used 
as the top level functions for functional analysis. 

5) Non-functional Requirements

Non-functional requirements are requirements that specify 
criteria that can be used to judge the operation of a system, 
rather than specific behaviors. 

6) Core Functionality and Ancillary Functionality

Requirements

Murali Chemuturi defined requirements into Core 
Functionality and Ancillary Functionality requirements. Core 
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Functionality requirements are those without fulfilling which 
the product cannot be useful at all. Ancillary Functionality 
requirements are those that are supportive to Core 
Functionality. The product can continue to work even if 
some or all of the Ancillary Functionality requirements are 
fulfilled but with some side effects. Security, safety, user 
friendliness and so on are examples of Ancillary 
Functionality requirements. 

7) Performance Requirements

The extent to which a mission or function must be executed; 
generally measured in terms of quantity, quality, coverage, 
timeliness or readiness. • During requirements analysis, 
performance (how well does it have to be done) requirements 
will be interactively developed across all identified functions 
based on system life cycle factors; and characterized in terms 
of the degree of certainty in their estimate, the degree of 
criticality to system success, and their relationship to other 
requirements. 

8) Design Requirements

The "build to," "code to," and "buy to'' requirements for 
products and "how to execute" requirements for processes 
expressed in technical data packages and technical manuals. 

9) Derived Requirements

Requirements that are implied or transformed from higher
level requirement. For example, a requirement for long range 
or high speed may result in a design requirement for low 
weight. 

1 OJ Allocated Requirements 

A requirement that is established by dividing or otherwise 
allocating a high-level requirement into multiple lower-level 
requirements. Example: A 100-pound item that consists of 
two subsystems might result in weight requirements of 70 
pounds and 30 pounds for the two lower-level items. 
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II. RESEARCH WORK

Code Quality 
Ensure quality from the start. 
Quality is not something that can be easily added 
later. 
Problems that are too complex, too obscure, or are 
discovered too late in the product cycle are usually 
not fixed. 
Good code makes you feel good when you read it. 
In other words, code quality is related to something 
that happens behind a programmer's eyes, not some 
·external metric.

It is subjective because different programmers have different 
expectations based both on the amount of experience they 
have and the tradition in which they were trained. 

Proper Standard Training :Raising employees' skill levels to 
their maximum through proper training is a vital investment in 
every business. 
Because the growth of an employee results in the growth of an 
entire organization. 

From entry level to management level, training is designed to 
capitalize on employee strengths and develop their potential 
for excellence. 
Training can modify the corporate culture, promote team 
cohesiveness, and improve communications between 
employees to create the optimum environment for 
productivity. 

Employees also can learn how to prioritize tasks, become 
more effective leaders, and motivate employees. 

Writing Clear Code: 
• The overarching goal when writing code is to make it

easy to read and to understand.
• Well-written programs are easier to debug, easier to

maintain, and have fewer errors.
• Writing a program is a lot like writing an essay.
• When writing an essay, your message is more

convincing when it is accompanied by proper
grammar and punctuation.

• When writing computer programs, you should follow
the same principle.

• It is even more important when programming since
someone may be assigned to maintain and support
your code for long periods of time.

You will appreciate the importance of good style when it is 
your task to understand and maintain someone else's code! 
Coding. 

• Keep programs and methods short and manageable.
• Use language-specific idioms.
• Use straightforward logic and flow-of-control.
• Avoid magic numbers (numbers other than -1, 0, 1,

and 2); instead, give them meaningful symbolic
names.

Internal audit done by PM/TM 
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Internal auditing is an independent, objective assurance 
and consulting activity designed to add value and improve an 
organization's operations. 

It helps an organization accomplish its objectives by 
bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of risk management, control, and 
governance processes. 

Internal auditing is a catalyst for improving an 
organization's governance, risk management and management 
controls by providing insight and recommendations based on 
analyses and assessments of data and business processes. 

With commitment to integrity and accountability, internal 
auditing provides value to governing bodies and senior 
management as an objective source of independent advice. 

Professionals called internal auditors are employed by 
organizations to perform the internal auditing activity. 

III. GOAL OF STUDY

A. RELATED STANDARDS

The ISO 9000 family of quality management 
systems standards is designed to help organizations ensure that 
they meet the needs of customers and other stakeholders while 
meeting statutory and regulatory requirements related to a 
product.ISO 9000 deals with the fundamentals of quality 
management systems, including the eight management 
principles upon which the family of standards is based. ISO 
9001 deals with the requirements that organizations wishing to 
meet the standard must fulfill. 

Third-party certification bodies provide independent 
confirmation that organizations meet the requirements of ISO 
9001. Over one million organizations worldwide are 
independently certified, making ISO 9001 one of the most 
widely used management tools in the world today. Despite 
widespread use, the ISO certification process has been 
criticized as being wasteful and not being useful for all 
organizations. 

Overview ofISO 9001 

•ISO (INTERNATIONAL ORGANISATION FOR
STANDARDIZATION) 

• Mainly addresses operational & organizational aspects like
responsibilities, reporting etc. 

• It is a set of guidelines for production process & is not
directly concerned with the product itself. 

• It says that, if proper process is followed for production
then good quality products are bound to follow 
automatically. 

• ISO 9001 ➔ the international standard for the quality
management of businesses. 

•ISO 9001 ➔ ISO's most well known standards.
•They are implemented by more than a million

organizations in some 175 countries. 
•ISO 9001 ➔ for quality management



ISO 

9001 
QUALITY 
ASSURANCE 

A. Quality management means:

what the organization does to ensure that its products or 
services ➔satisfy the customer's quality requirements and ➔ 
confinn with any regulations applicable to those products or 
services. 
It also means what the organization does to enhance customer 
satisfaction, and achieve continual improvement of its 
perfonnance. 
ISO 9001 ➔ are generic standards 
Generic means that the same standards can be applied: 
to any organization, large or small, whatever its product or 
service in any sector of activity, whether it is a business 
enterprise, a public administration, or a government 
department. 
ISO 9001 concern the way an organization goes about its 
work. 
They are process standards. 

IV. RESULT

ISO 9001 requirements 
• Management responsibility
• Quality system
• Contract reviews
• Design control
• Document control
• Purchasing
• Purchaser supplied product
• product identification
• Process control
• Inspection and testing
• Inspection, measuring and test equipment
• Inspection and test status
• Control ofnonconfonning products (NC)
• Corrective action
• Handling
• Quality records
• Quality audits
• training

Online Research 

How to get ISO 9000 Certification? 
• Application:
• Application to the registrar.
• Pre-assessment :
• The registrar makes the rough assessment of the

organization
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• Document review and adequacy of audit:
• The registrar reviews the documents submitted and

makes suggestion for possible improvement.
• Compliance audit: The registrar checks weather the

suggestions made by him have been complied with by
the org. or not

• Registration: the registrar awards the ISO 9000
certificate

• Continued surveillance: The registrar continues to
monitor the organization, through periodically.

THE WAY FORWARD 

• Benefits ofimp]J::menting ISO 9001.
• It will motivate staff by defining their key roles

and responsibilities.
• Cost savings can be made.
• Orders will met consistently on time and to

correct specification.
• Wastage will be less.

V. CONCLUSION

Conclusion 1: Program managers are well aware of the 
risks factors for their programs and are managing them well, 
within the circumstances and resources available to them. 

Conclusion 2: While the risk of errors is well-managed 
across all programs reviewed, some would benefit more than 
others from additional investment to further lower the risk of 
errors. 

Conclusion 3: Human resources are the dominant risk 
factor. 

Conclusion 4: The existence of a research and analysis 
capacity separate from the production operation is a key factor 
in assuring quality. 

Conclusion 5: There are numerous "best practices" in all 
programs that can usefully be shared. 

Conclusion 6: All mission critical programs should have a 
strong and explicit research and analysis capacity, separate 
from the production operation, whose role is to challenge the 
data and to conduct research into the particular subject matter 
of the program. The most suitable form of this capacity may 
vary across programs. 

Conclusion 7: The interdependency among the programs is 
an important factor in the quality of the results. Risks often 
increase when data flow across organizational boundaries and 
these flows should be explicitly managed. 

Conclusion 8: The review of quality assurance practices 
was very useful and should become an ongoing program. 
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Security Features of Operating Systems of 

Cell Phones 
Guided By: Sudarshan Sirsat 
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I. INTRODUCTION 

In the recent period, mobile operating systems are 

getting a tremendous growth. Analysts are upbeat 

further more potential developments in coming days. 

Today's markets, a wide variety of mobile phones are 

available in various brands with different operating 

systems. So the selection of an optimal and secured one 

is a confusing task. Present mobile operating systems 

are equally or more playing vital role than a computer 

operating system. It is covering most of the activities 

which were doing in a computer. We can see many of 

them are highly relay on mobile phones for their office 

activates like outlook, communicator etc. That 

indicates mobile operating systems are leveraging the 

high capability. Security is one of the key features of 

any mobile operating system. Many studies are keeping 

progressing in the same area. These studies are trying 

to provide a glance about the various mobile operating 

systems and its security measures which were 

expecting and available. 

At present the usage of mobiles are very high, same 

way the expectations also. Many of the daily activities 

got replaced by mobile from personal computer, so the 

respective user expectations also increased. Below are 

the highly using functionalities through mobile. 

A. Search for information

B. Access social networks

C. Access local information and services

D. Search Videos

E. Accessing W ebPages

F. Entertainments

G. Shopping

H. Wi-Fi, Bluetooth and GPS connectivity

I. Travel information

J. Office activities e-mail, communicator etc.

II. STATISTICAL ANALYSIS 

Many operating systems are available in the current 

market. As per latest statistics Google's Android and 

Apple's iOS are in front in the utilization. All operating 

systems are in race to bring new features and getting a 

leading role in the current market. Below diagram (Fig 

2) and table (Table 2) give a better understanding.
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Current era each and every activity has 

directly or indirectly relaying the internet features. 

Recent days 40% of internet usage is going through 

mobile devices. That is disclosing the importance of 

mobile operating systems. In 2008 Mary Meeker an 

analyst was predicted as "Mobile to overtake fixed 

Internet access by 2014". Most of the surveys are 

confirming that words. Nowadays mobile devices are 

highly using than personal computers for social 

network sites, weather reports, location maps, hearing 

music etc. Below diagram (Fig 3) and table (Table 3) 

give a better understanding. 
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Quick Glance to Leading Mobile OS and Security 
Features Provided By Them: 

A. Android: 

Android operating system is the most popular in the 
current mobile platforms. This is designed by Google 
using Linux kernel. Every day more than 1 million 

With the same reason the innovative growth of this 
OS is in peak. Android applications have common 
structure, mainly in views, recourse management, 
notifications, data storage, services etc. 

Safety and security: As Android OS is an open 
platform; the security mechanism is a key challenge. 
Here in the base structure (Fig 5) is providing security 
check in application level. 

Android OS Permissions Check 

Fig 5: Base security structure 

Securing an open platform reqmres robust security 
architecture and rigorous security programs. Android 
was designed with multi-layered security that provides 
the flexibility required for an open platform, while 
providing protection for all users of the platform. It was 
designed with device users in mind. Users are provided 
visibility into how applications work, and control over 
those applications. This design includes the expectation 
that attackers would attempt to perform common 
attacks, such as social engineering attacks to convince 
device users to install malware, and attacks on third
party applications on Android. Android was designed 
to both reduce the probability of these attacks and 
greatly limit the impact of the attack in the event it was 
successful. It seeks to be the most secure and usable 
operating system for mobile platforms by re-purposing 

new Android based devices are activated m traditional operating system security controls to: 
worldwide. It is an open source platform, so many of • Protect user data
mobile manufactures are customizing this and using •

as there key operating systems. Android use Linux •
kernel as its hardware abstraction layer between •
hardware and other software. This also provides a •
better memory management, process management, 
security options and network options. This is written •
in Java programming language and run in the Dalvik •
virtual machine. The key advantage of this operating •
system is anyone can customize this operating system. 

• 
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Protect system resources (including the network) 

Provide application isolation 

Android provides these key security features: 

Robust security at the OS level through the Linux 
kernel 

Mandatory application sandbox for all applications 

Secure inter process communication 

Application signing. 

Application-defined and user-granted permissions 















and find the bugs. Factors other than the programming 
language-for instance, platform facilities, development tools, 
experience and skill of the programmers, and testing regime
are so significant that it is hard to pin do\.\'11 any difference in 
development speed that is actually due to use of different 
programming languages. For instance, a quick calculation will 
show you that the physical act of typing code makes practically 
no difference to the speed of development. Verbose, therefore, 
does not mean unproductive. 

There is a programming language called APL (initials for A 
Programming Language) that takes compactness to the extreme 
by using a host of additional graphic symbols, and was best 
used if you had a specialized keyboard. It was described to me 
once as a "write-only programming language"; having been 
written, the code is immediately incomprehensible. Not 
surprisingly, the language has fallen out of fashion. 

Object orientation has probably made good programmers 
better and bad programmers worse. Usually, with 00 
programming, there are more ways of tackling a problem than 
in conventional languages--or, at least, there seems to be. This 
means more time up front thinking about the design. Once that 
is done, however, development speed should be faster
mainly, because of the reuse opportunities. 

The dream of reusable class libraries from which classes 
can be extracted and glued together by non-experts never 
materialized. Creating the classes was no problem. Finding and 
reusing the classes was the hard part, because you had to find a 
class that was both a solution to the problem and did not have 
unwanted side effects, such as using other classes, databases, or 
system facilities that you did not have or did not want. One of 
the messages from the agile community is: Only program for 
reuse, when a reuse opportunity arises. In other words, do not 
develop classes that you think will be suitable for reuse. 
Instead, refactor the code to create a reusable class only when 
you want to reuse it. I find this to be good advice. 

One of the simplest forms of reuse is to copy code from 
one place and paste it in another. The benefits of 00 reuse 
kick in when you want to modify the code; now, you modify it 
only in one place. In a poorly designed 00 program, you find 
that it is hard to modify the code for one subclass without 
having to break the functionality of another subclass. In a 
well-designed 00 program, each piece of shared code has a 
clear task, and making it better benefits all subclasses. Finding 
the right solution can be hard and is often an iterative process, 
which is why refactoring is so important. 

E. Help with Enforcement of Correct Code

The ideal programming language should turn logic errors
into syntax errors. A powerful means to this end is type 
checking. Most standard languages, such as Java and COBOL, 
have good type checking. But some languages have an escape 
clause. An example is C++, in which you can change the type 
of a pointer. Figure 1 shows an example. 
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Figure 1. Changing the type of a pointer 

This example creates a pointer to an object of type C, but 
points it 50 characters into array a. Clearly, this feature 
completely circumvents type checking, and it is considered 
dangerous. But I have ha(;! hardly any trouble by using this 
feature-possibly, because I know it's dangerous and, so, tread 
carefully. 

Most languages have pitfalls of their 0\.\'11. These are caused 
by being able to write two expressions that look similar on 
paper, but have very different effects. For instance, in C and 
C++: <code>if (A= B) XO; means that A is assigned the value 
of B, and Xis called if A is not equal to zero; while: <code>if 
(A = B) X();means to call X if A equals B. Java is safer, 
because the first expression gives a syntax error. 

F. Performance Of Compiled Code

These days, performance is as much an architectural issue
as a programming issue. Thinking of performance problems 
about which I have heard over the last five years, there was one 
that used a workflow tool for all of its application logic. It used 
far too many I/Os. There was another that did not upgrade its 
network when it moved from old-fashioned terminals to a Web 
interface. And there was another that had a program that would 
cache hits to searches, but, every now and then, clear its cache 
and grind to a halt rebuilding it. 

I cannot remember a recent case in which bad perfonnance 
came down to inefficient code production by the compiler. 
Even with a games program that is processor-bound, the 
chances are that a large percentage of the processing is going 
toward drawing the screen. That, in tum, means that 
performance comes down as much to how you use the 
graphics card as how the compiler generates code. Of course, 
huge, number-crunching programs will be an exception; but, 
even there, only a small part of a large program is 
performance-critical. 

G. Supported Platform Environments

By platform environment, I mean not only the operating
system facilities, but also the middleware facilities, database 
facilities, and system-management facilities. Clearly, the more 
facilities that you have, the more work that has already been 
done for you. However, there is a do\.\'Tlside. Understanding the 
platform facilities to the level that you can use them wisely is 
more difficult, in my opinion, and takes longer than 
understanding the programming language. Furthermore, I find 
that I use a facility, make it work, and move on. I do not revisit 
the subject for months or years. The effect of this is that I am 
much more dependent on documentation, examples, and 

















B. How To Be Safe Online:

• Think ID theft can't happen to you?

• Staying ahead of the hackers

• How to be a (safe) Wi-Fi warrior

.NEW YORK (CNNMoney.com) -- If the word 'cybercrime' 
conjures up images of computer geeks trying to crash computers 
from their mothers' basements, think again. 

Cybercrime has become a rapidly growing underground 
business built by savvy criminals, who buy and sell valuable 
stolen financial information from millions of unsuspecting 
Internet users every year in an on online black market. 

"Most cybercrirninals are very, very interested in financial 
gain by compromising customer accounts," said FBI special 
agent Austin Berglas, who supervises the Bureau's New York 
Internet crimes squad. "Believe it or not, there are people who 
fall victim to their scams, and we see it every day." 

Because cybercriminals are so skilled at hacking into 
thousands of computers every day, the crime is potentially a 
billion-dollar business. If every stolen credit card and bank 
account had been wiped clean last year, that would have netted 
cybercriminals some $8 billion, according to data from 
Symantec, maker of the Norton antivirus software. 

As a result of the lucrative payout, more and more online 
criminals are entering the game. In fact, the number of new 
Internet security threats rose nearly three-fold last year to 1.7 
million. 

Those cyber attacks mostly come from malware, or 
malicious software, that hands control of your computer, and 
anything on it or entered into it, over to the bad guys without 
you even knowing it. The most common forms of malware 
include keystroke logging, spyware, viruses, worms and Trojan 
horses. 

How the deed is done? Once your information has been 
stolen, cybercriminals go onto an invitation-only Internet Relay 
Chat (like a chat group) to do commerce with other online 
criminals. Cybercriminals will often set up a hacker channel for 
a matter of days, do business, and then take it down to avoid 
detection. When active, hacker IRCs can get upwards of90,000 
cybercriminals talking to one another at a given time, according 
to Dave Cole, senior director of product management at 
Symantec. 

Online criminals use the IRCs to sell or trade your credit 
card or bank account information. Credit cards are some of the 
cheapest commodities sold on the Internet Black Market, 
averaging about 98 cents each when sold in bulk. A full identity 
goes for just $10. 

Credit cards and bank account infonnation made up 51 % of 
the goods advertised on the underground economy last year, up 
from 38% in 2007. Credit cards are most popular because they're 
the cheapest stolen commodity. Cards with expiration dates, 
CVV2 numbers and names go for more than ones with numbers 
only, but there is no honor in the underground online crime 
world -- oftentimes hackers will sell the same credit card 
information to multiple users, and many have already been 
canceled. 

As a result, buyers and sellers on IRC channels will often 
give the information to a trusted third party for a fee. The third 
party will test the card information, often by charging a very 
nominal amount or by posing as a charity, and then verify the 
goods to the buyer. 

After the information is purchased by a secondary criminal, 
that person can use a machine to print out a fake credit card with 
your information. But many use yet another tertiary person to 
wire stolen money into an overseas bank account. 

That third person in the chain is usually called a "mule," who 
often doesn't even know he or she is part of an underground 
organized crime scheme. Many mules respond to the "make 
money from home" schemes, where stolen money is sent to their 
accounts, and they subsequently wire that money to an overseas 
account for a 10% to 15% fee. 

Other mules are given phony ATM cards and are asked to 
retrieve cash for a small fee. But there is substantial risk 
involved -- law enforcement usually comes knocking on mules' 
doors first. 

To catch a thief. The FBI is working undercover in many of 
these IRC channels in an effort to thwart the cybercriminals. 
And in many cases, captured criminals agree to work for the 
government in exchange for reduced sentences. 

"After we make an arrest for someone cashing out at ATM 
machines, ru tell them they can go to jail for 10 years or they 
can come work for Team America," said Berglas. 

The strategy doesn't always work. Albert Gonzalez, the 
infamous TJ Maxx (TJX, Fortune 500) thief who stole 45 
million credit card numbers and private infonnation of 450,000 
customers in 2007, was an FBI informant. He helped bring down 
a massive credit card theft scheme, but double-crossed the FBI, 
using insider information to help fellow criminals evade 
detection and carry out the TJ Maxx theft. 

Security software also helps, but it far from solves the 
problem. To avoid detection, many cybercriminals will send out 
just a handful of viruses before modifying the code and sending 
it out again. 

"The truth is that 'fingerprint' security technology is no 
longer effective," said Rowan Trollope, senior vice president of 
product development at Symantec. "The bad guys that got 
involved are organized professionals, and they figured out how 
to get around our technology." 

Though Trollope said the new version of Norton's antivirus 
software helps address the problem byscanning for files' 
reputations, he said that Internet consumers also need know how 
how to keep their identities safe online. 

"We do products really well, but the next step is education," 
said Trollope. "We can't keep the Internet safe with antivirus 
software alone." 
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Costs related to annual damage from 

cybercrime (M$) 

Figure 1 - Total cost ofcybercrime 2012- Ponemon Institute 

Small organizations pay a higher per capita cost than 
·espected big enterprises. Ponemon Institute estimated in 2012 a
;ost per seat of $1,324 for small businesses and of $305 for
!nter.prises. The industries with the highest cost for cybercrime
ire defense, utilities and energy and financial service.

The cyber-attacks which cause major economic losses are 
:ienial of service (DOS), malicious insider and web-based 
Htacks. They represent the 58 percent of all cybercrime annual 
;osts per organization, the research demonstrated that the impact 
)f cybercrime is higher if mitigation solutions are applied late. 

C. Cybercrime, A Social Threat

Governments, intelligence agencies and law enforcement
:1gree on the consideration that cybercrime represents one of the 
primary threats to the security of collectivity; it has equal and 
devastating impact on industries and private citizens. The "2012 
NORTON CYBERCRIME REPORT" provided interesting 
elements to evaluate the incidence of cybercrime in the daily 
users experience online. 

The scale of consumer cybertrime is amazing - 1.5 million 
daily victims that amounts to an annual global cost of $110 
billion. Four out often social network users have fallen victim to 
cybercrime but the data that is more worrisome is that one out of 
six users report that someone has committed a cyber-attack to 
their profile, typically it is hacked by someone that pretend to 
impersonate them. Social network platforms and mobile 
platfonns are considered privileged channels for scams and 
frauds; a new wave of malware is targeting the powerful 
platfonns and their users. 

The highest numbers of cybercrime v1ct1ms are located in 
Russia, China and South Africa, countries where malicious 
activities are very popular. 

The data demonstrate the efficiency of cybercrime activities 
and justify the concerns of security community and 
governments, criminals are evolving their techniques adapting 
them to the evolution ofIT tools: 

Figure 2 - Geographic location of victims (Symantec) 

D. Deep In The Cybercrime Underground

It's impossible to provide a clear picture of the wide
worldwide hacker community, a complex universe composed by 
a wide number of groups that share opinions, tools and any other 
information on dedicated and self-managed forums. The 
platfonns are various; every technology is good if the final intent 
is sharing, even better if it is possible to keep away law 
enforcement and other prying eyes. 

These places were are also used for illegal activities such as 
the sale of malicious code and the providing of hacking services, 
a black market that is reaching impressive figures. 

Many security companies have tried to infiltrate these 
groups, they represent an incrt.(iible source of infonnation and 
their monitoring could allow to discover the cybercrime trends 
and to detect new cyber threats and new dangerous 
customization of well know malware. 

V. CONCLUSION

The fight to cybercrime is an arduous task an endless clash 
between the law enforcement and cyber-criminal groups that are 
growing under organization aspects and that are able to provide 
products and services more and more advanced. Cybercrime is a 
worldwide phenomenon that menaces economics and the 
security of every state. Governments and law enforcements must 
cooperate to face with cyber threats. 

Sharing data on criminals' events is a crucial step. 
Information must be proposed to common people through an 
awareness campaign. Private business and governments must 
collaborate to monitor criminal activities detecting them as soon 
as possible via the monitoring of internet, especially of 
underground forums. 

The detection of criminal activities could be improved using 
security intelligence systems such as SIEMs, the definition and 
the share of security best practices is another aspect that could 
limit the level of penetration for cybercrime in private business 
and moderates the cost of cybercrime, let's think for example to 
the possibility to avoid spear phishing attacks due a proper 
awareness campaign. 

Of course, all these reasons must be supported by the 
establishment of a legal framework accepted globally that 
severely punishes cyber criminals everywhere they operate. 
Unfortunately, we are still far from these conditions that are 
absolutely necessary to cope with an industry that knows no 
crisis and that is showing frightening growth. 
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Abstract: Lately, a new kind of war takes place 

between the security community and malicious 

software developers, the security specialists use all 

possible techniques, methods and strategies to stop and 
remove the threats while the malware developers utilize 
new types of malwares that bypass implemented 

security features. In this study we closely looked into 
malware, to understand the definition, types, 
propagation of malware, and detecting/defending 
mechanisms in order to contribute to the process of 

protection and security enhancement. 

Keywords: Malware, Propagation, Detection, Honeypot, 
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I. INTRODUCTION

With the escalating growth of communication and 
information systems, a new term and acronym invaded the 
digital world called as malware. It is a general term, which 
stands for malicious software and has many shapes (codes, 
scripts, active content and others). It has been designed to 
achieve some targets such as, collecting sensitive data, 
accessing private _computer systems, even sometimes 
harming the systems. The malware can reach the systems 
in different ways and through multiple media; the most 
common way is the downloading process from the internet, 
once the malware finds its way to the systems, based on the 
functions of the malware the drama will begin. In some 
cases, the malware will not totally harm the system, instead 
affect the performance and creates overload process; in 
case of spying, the malware hides itself in the system, 
which cannot be detected by the anti-virus software, these 
hidden malware send critical information about the 
computer to the source. Based on the above challenges, it 
is critical to carry out an in-depth analysis to understand 
the malware for better detection and removal chance. This 
paper is organized as follows: section two has covered the 
recent state of the malware security and threats through 
results obtained from different journals. Section three 
discusses about the types of ma I ware, section four presents 
the malware analysis techniques. Section five studies the 
propagation of malware in different applications and 
environment, and finally section six explains malware 
detection techniques. 

II. RECENT ST ATE OF MAL WARE SECURITY
AND THREATS 

Technology has become an element key for today's life 
style where both business and research worlds completely 

rely on the technology and its applications. However like 
the other side of the coin, these developments have also 
opened the doors for the hacking and attacking 
community, and within a few years the malware has 
become a major security threat, affecting computers and 
networks widely.Initially, the hackers and attackers 
started invading others computers just for fun they did 
not have any serious intention to look for any great 
gains, until online commerce gained its popularity 
especially in banking, financial transactions etc, which 
made the hacker to get financial gains.This has 
motivated the attackers, to work more and more to keep 
the machines infected as longer as possible, to get more 
financial gains and more valued information and data. 
Consequently a big challenge has emerged in terms of 
protecting the information and business systems and a 
kind of arm races have started between security products 
and attackers community. The malware historical 
timeline shows that it has a lot of changes and phases 
since it has been discovered and detected in hosts and 

networks , starting from virus which is a self-replicating 
malware but not self-transporting , moving to worm, 
which is a self-replicating and self- transporting, and 
going more for other malware types and families . With 
the rapidly increasing complexity and interconnection of 
emerging information systems, the number of malware 
attacks is also increasing piercingly. 

While, there are a noticeable development in defense 
technologies and security techniques, there is also a 
similar development in sophisticated hacking techniques 
and appearance of new security vulnerabilities from day 
to day. Due to the sequence of malware propagation, we 
can now clearly feel the impact of malware on various 
computer network infrastructures, technologies and 
services such as, file-sharing, online social networking 
Bluetooth and wireless Networks .Many techniques have 
been developed and used to detect malware and prevent 
its propagation like sandboxing and virtual environment 
and some time the malware environment has been 
simulated to make it easy to detect by using FRAM 
model _ The enhancement and improvement process for 
security should be powerful and simultaneously move in 
two directions; protecting the systems from the well
known malware threats and seeking for innovative ideas 
and insightful analysis for handling the malware issues. 

l .  Ma/ware Issues

Many studies, surveys, experiments, brainstorming,
statistical analysis and modeling methods have been
done to gain deeper knowledge and valuable information
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about malware , because the attackers are continually 
developing their abilities, attacking skills and techniques. 
In order to make the tracking and detection processes 
difficult, and to pose new challenges to inspectors, all these 
studies and works are not sufficient enough to cover the 
rapid increase in malware evolution. Based on our 
understanding Virus Bulletin (1988) was the first dedicated 
Journal to study the malware, while, now there are a lot of 
Journals available that are dedicated to the security issues, 
especially malware issues. 

2. Data Collection

New findings from an Osterman Research survey show 
that organizations are showing little, if any, improvement 
in deterring malware from entering their organization. And 
it's attacking them from all sides - via the web, over email, 
and through increasingly embraced social media and Web 
2.0 applications. 

The survey, which polled security-focused decision makers 
and influencers and was sponsored by Trustwave, found: 
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40 
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• 74 percent of organizations have been infiltrated
by malware through web surfing over the past
year.

• Another 64 percent have experienced malware
infection through email.

• And 14 percent have had malware enter their
corporate network through social media or other
Web 2.0 applications.

Meanwhile, most are finding that their ability to deal with 
these risks, especially web_ threats, is staying the same or 
getting worse. Traditional solutions don't seem to be 
helping. 

III. MAL WARE SECURITY
Recently, the number of information security threats 
caused by malware has rapidly increased, which leads to

urgently studying the threats and accordingly categorizing 
them, to simplify the process of discovering and handling 
them, in order to detect them and find appropriate 
solutions. Malware has been categorized into seventeen 
different types , in this section we have listed and 
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discussed the mam and most common categories as 
follows: 
Virus: is a computer program that has the ability to harm 
and self-replicating in order to infect host; viruses are 
linked or attached to a software utility ( e.g. PDF 
document). Launching the infected PDF document could 
then activate the virus, and a sequence of events may 
occur based on the function of the virus. 
Worm: another kind of harmful programs is worm, 
which can replicate itself and invisibly transfer through 
networking. The effects of worms differ from viruses as 
the former need help from any file, to work and mainly 
its effect is on networking bandwidth or sending junk 
emails. One example of woons is Conficker. 
Spyware: this may occur, when users download free or 
trial software. In this kind, the users are observed by 
spies; hence their passwords, account numbers and every 
other personal detail become vulnerable. 
Adware: this kind usually happens, while downloading 
free games or it is combined and embedded with 
advertisements, so when we watch advertisements this 
embedded code is installed to our PCs. This kind aims to 
observe the user's activities, when using networking. 
Trojan: this kind gives power to remote hijackers, to use 
your system as they wish. They may get your passwords, 
observe your systems or damage the system files. 
Botnet: this kind of malware controls your systems 
remotely and sends spam or spyware. Most of botnets 
are zombie and wait for command of the party who runs 
it, where there are two types of botnet such as, simple or 
hierarchical. 

IV. MALWARE PROPAGATION

Many studies and researches focused on studying the 
malware propagation in the digital world, 
communications and computer networks, some of the 
modeling and experimental procedures have been 
followed to study the effect of malware and the way it 
propagates in these fields, in addition to this, the studies 
cover some concepts and techniques related to malware 
detection. The malware propagation concept refers to the 
electronic method, by which, malware is transmitted to 
an information system, platform or device it seeks to 
infect for example the malware can propagate through 
PDF files and access the host unless the user disable the 
JavaScript in PDF reader 

I. Through Operating System

Malware is attacking the operating systems such as Mac, 
Android, Windows and Linux, but not in the same level 
and strength because some operating systems have more 
defense mechanisms which don't allow the malware to 
achieve its design purpose. In the following lines some 
attacks followed by malware against OSs will be 
highlighted to show how the operating systems act 
accordingly. Every year a large number of new OSs 



malware with stronger propagation and strategies are 
created. 
The malware follows dynamic and adaptive propagation to 
attack the OS architecture such as, attack the security 
levels in OSs to open security threat. Another malware 
method propagates the OSs to infect the executable file and 
create virtual tasks which will slow down the OS 
performance. Propagation of malware differs, based on OS, 
for example, the malware work on (.plist) Macintosh 
system files, but in Android it comes as spyware which 
attack the source code of Android OS . 

2. Through Wireless Networks
Bluetooth technology has been introduced in specific
project named as Blue Bag that includes a covert attack
and scanning device, which demonstrates how attackers
can infect and reach a wide range of mobiles and devices
running a Bluetooth Technology, they have found some
weaknesses in Bluetooth technology, which may allow
attackers to reach the devices. In the authors have
explained some specific attacks that can affect the wireless
communication and Bluetooth such as:
BlueSnarf: it uses the (Object exchange) push service and
the attacker can access without any authentication and
recently in the upgraded version of this kind of attack, the
attacker can get a full access including read and writes
access.
Bluejacking: occurs by sending a short tricky text message
into authenticated dialog, and the users will be using the
access codes of the tricky message, which allows the
attacker to take control of the device.
BlueBug: the attacker will be able to use phone services,
which include incoming and outgoing calls, sending and
receiving SMS, etc. all through accessing the cell phone.
Blue Bump: it goes through the weakness of Bluetooth in
the way it handles link keys, and it can lead to getting the
data or abusing the mobile services such as internet, W AP
and GPRS.
Blue Smack: it simply guides to service denial.
HeloMoto: it is a combination of BlueBug and BlueSnarf
effect.
Blue Dump: the attacker will involve himself in the pairing
process through Bluetooth after dumping the stored link
key.
Car Whisperer: the default configuration of some devices
makes the PIN code fixed for pairing and exchanging,
which will make it easy· for the attackers, to abuse the
devices and take control of the devices accordingly once
they get the PIN, which is not changeable.
Blue Chop: the attacker will get the chance to is connect
and terminate the established connection, especially when
t.he master of the connection is supporting multiple
connections. Rresults after conducting the survey as
follows:
1) Bluetooth technology is involved in many devices cell
and Smartphones, PCs Notebooks, GPS Printers, palm
pilots and others, which means more possibility for
malware to propagate.
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2) Visibility time is an important factor in the possibility
of being attacked, longer time more possibility, and
unfortunately some users are not aware about this point
and hence keep Bluetooth on discoverable and visible
mode in need and without need.
3) Social Engineering factor: 7.5% of the owners are
simply careless in terms of the received files and they
tend to accept the unknown files from unknown sources.
4) The survey shows that, small percentage of people are
aware about the risks that they may face, when they use
the new technology devices, such as, smart phones, and
how this can affect their work and organizations, where
the data value is high and critical, if they save it on their
devices, and it is possible that, they can carry the risk
with them to their organizations and work.

V. MALW ARE DETECTION TECHNIQUES

Since malware has different types, behaviors and 
different level of risk, the same detection methods and 
mechanisms cannot be used in all cases. It is impractical 
to have just one security software to efficiently handle 
the malwares. Hence having different detection methods 
for different environments becomes unavoidable. This 
study had focused on the most common and powerful 
techniques such as honeypot, honeynet, virtualization 
(partial and full), sandboxing and behavior operation 
sets. A massive experiment had been done by Taiwan 
malware analysis net (TWMAN), it was based on 
virtualization concept and client-server model, the 
experiment added a great value to the field of malware 
detection since it was able to detect many malwares 
which were not detectable by nom1al detection methods, 
going forward, we can clearly see that the detection 
process needs more computer processing power and 
advance techniques to make sure that the nature and 
behavior of malware are clear and covered from all the 
angles and views. 

1. Anomaly-Based
Anomaly-based detection looks for unexpected or
abnormal behavior indicators, which indicate the
presence of malware. In more detail, anomaly based
detection creates a baseline of expected operation. After
this baseline has been created, any different form of
baseline is recognized as malware. We have identified
that the anomaly based detection technique uses the
previous knowledge of what is known as normal to find
out what is malicious. A special type of anomaly based
detection techniques is specification based detection. A
specification based detection uses set of rules to
determine what is considered as normal, with the
purpose of making a decision about the maliciousness of
the program that breaches the rule set. The basic
limitation of the specification based system technique is
the difficulty to correctly determine the program or
system behavior .



2. Honeypots

Honeypots are security devices whose value lie in being
probed and compromised. Traditional honeypots are
servers (or devices that expose server services) that wait
passively to be attacked. Client Honeypots are active
security devices in search of malicious servers that attack
clients. The client honeypot poses as a client and interacts
with the server to examine whether an attack has occurred.
Often the focus of client honeypots is on web browsers, but
any client that interacts with servers can be part of a client
honeypot (for example ftp, ssh, email, etc.).
There are several terms that are used to describe client
honeypots. Besides client honeypot, which is the generic
.classification, honeyclient is the other term that is
generally used and accepted. However, there is a subtlety
here, as "honeyclient" is actually a homograph that could
also refer to the first open source client honeypot
implementation (see below), although this should be clear
from the context.

Architecture 
A client honeypot is composed of three components. The 
first component, a queuer, is responsible for creating a list 
of servers for the client to visit. This list can be created, for 

example, through crawling. The second component is the 
client itself, which is able to make a requests to servers 
identified by the queuer. After the interaction with the 
server has taken place, the third component, an analysis 
engine, is responsible for determining whether an attack 
has taken place on the client honeypot. 
In addition to these components, client honeypots are 
usually equipped with some sort of containment strategy to 
prevent successful attacks from spreading beyond the 
client honeypot. This is usually achieved through the use of 
firewalls and virtual machine sandboxes. 
Analogous to traditional server honeypots, client 
honeypots are mainly classified by their interaction level: 
high or low; which denotes the level of functional 
interaction the server can utilize on the client honeypot. In 
addition to this there are also newly hybrid approaches 
which denotes the usage of both high and low interaction 
detection techniques. 

3. Ma/ware Behavior

Behavior based detection techniques study and analyzes
the behavior of suspected ·or known malicious code, such

as destination and source addresses of this code, and the
way in which, the code was attached. Behavior based
detection technique differs from the other scanning
techniques as it considers the action perfonned by the
malware, rather than the binary pattern. The programs with
different binary content but having same behavior are
collected. These types of detection techniques help in
detecting the malware, which keeps on generating new
signature versions, because they will always use the
recourses of the system in the same manner. The behavior

36 

detector collects the data, interprets the data, and then 
applies the matching algorithm . 
About 67% of malware produces sub-process when 
executed. Some malicious behaviors appear after 
malware execution, like thread injection and self-delete. 
These malicious behaviors are called as Malicious 
Behavior Feature (MBF). The term Behavior Operation 
Set (BOS), which defined by file actions (e.g. read, 
rename), process actions (e.g. terminate, create), network 
action (e.g. TCP, UDP), and registry actions (e.g. open 
key, query value). These four operations were used to 
extract and investigate the behavior. 
FRAM model had been proposed to make a malware 
forensic repository for the purpose of malware analysis. 
FRAM is mixed from open source tools and commercial 
tools which integrated together to propose an automated 
system. This automated system aims to reduce the time 
needed to handle the new malware and increase the rate 
of success reverse engineering malware. In MalTRAK 
the users can run any program without asking for any 
policy or rules, but MalTRAK guarantee that the user 
can recover the clean state if the infectious state were 
found. MalTRAK can satisfy this by storing many 
logical views during the program run time. The draw 
back with the MalTRAK model that the extra overhead 
in disk space and run time, but using this model we have 
a very good . recovery result to clean state in case of 
infection .. 

4. Ma/ware Signature

Normal antivirus software look for signatures, which are
a sequence of bytes in the malware code to state that if
the program scanned, is malicious or not. Essenrially,

there are three types of malware: basic, polymorphic,
and metamorphic malware. In basic malware, the
malware developer changes the entry point of the
program. Polymorphic viruses alter themselves, while
leaving the original code unchanged. A polymorphic
virus contains an encrypted malicious code beside the
decryption part. This virus is enabled by a polymorphic
engine, which is included in the body of the virus. The
polymorphic engine generates new versions every time it
is run; thus it is very difficult to detect this type of virus
by signature based detection techniques. Metamorphic
malware use advanced obfuscation techniques, to
reprogram itself therefore the children and parent
signatures are very different. It is not possible to detect
this type of malware without disassemble the virus file.
There are many problems associated with the signature
based detection technique. The biggest problem is that,
the signature generation is a very complex process and
requires a strong code analysis algorithm. The second
problem is that the signatures are distributed as fast as
possible. The third problem is that, new signatures can
easily bypass the detectors, and the final problem is that,
the size of signatures repository is increasing day by day.

5. Obfuscation and Normalization



It is a technique used by software developers and writers 
targeting to hide the details of their products so that the 
reverse engineers can't find the correct code, it has been 
used as an advantage by the malware writers to achieve the 
same goal, obfuscation can be achieved by different 
operations and easily can make changes in the signature of 
malware in order to make the process of detecting the 
malware very difficult.The obfuscation techniques can be 
done in different methods, starting from inserting some (no 
operation) instructions and inserting (push-pop) x, which 
known as dead-code because nothing will be achieved and 
accomplished and inserting some instructions for 
branching unconditionally, moving to inserting process for 
some registers and substituting instructions, all of these 
methods will guide to obfuscate the code of the malware 
and make the process of detection difficult to malware 
scanners. Malware normalization can be identified as a 
process and mechanism to detect the obfuscated copies of 
malware and increasing the rate of catching the malware 
by the detector, the output of the normalization will be the 
original signature of the malware which has been 
obfuscated and accordingly the signature will be compared 
to the signatures to�verify it, then it will be saved in the list 
of known signatures in order to decrease the time of 
scanning and detecting next times. 
The normalization process can be done through some steps 
as follows: decompressing the binary code of malware, 
then disassembled it and pass it to the normalizer to 
eliminate the obfuscation and get the original code, finally 
passing the normalized code to malware detector in order 
to get out the signature, compare it with the available list 
and get the matched one. 
Since the signatures of malware are long and take many 
comparisons times to detect them there was a need for 
additional procedures such as API Procedure to reduce the 
time of normalization and detection process. The key to 
enhance the process of malware detection based on 
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signatures is via developing better disassembler and 
better algorithm for analyzing the similarity. 

VI. CONCLUSION AND FUTURE WORK

The malware developer tries to write new techniques and 
strategies to hide the malicious code and infect the 
targets. On the other hand, the detectors analyze 
malware behaviors continuously and try to resist these 
techniques and strategies hence, we need to allow 
detection development techniques to lead malware 
updating through very well analytical process for 
malware activiti� and behaviours to fix any possible 
targeted threats. A new simulation must be designed to 
contain real system samples, to analyze the malware 
behaviours against these samples after elaborate 
malware updating. The objectives of this simulation are 
to avoid systems threats before being infected by real 
malware. 
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